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Az Eszterhazy Karoly Egyetemen miikodott
a sotét web legnagyobb drogaruhaza

DEZSO ANDRAS
P

AKki jelszavakat akar 6bégatni, azt zavarja a fliggetlen
o . . ) o TAMOGASS TE IS!
média. Aki gondolkodni akar, nem élhet nélkiile.

77 Még ez év elején olyan jelzést kaptunk a német kabitoszerellenes szolgdlattdl, hogy egy
kabitoszer tgy nyomdra bukkantak, s taldltak egy miskolci telefonszamot. Arra kértek minket,

hogy probaljuk lenyomozni ezt a szalat

- igy kezdddott az a torténet, amelyet Hollési Gyorgy 6rnagy, az ORFK kabitoszer
blindzés elleni alosztaly munkatarsa mesélt el 1992 decemberében az Uj Hirndk nev
Ujsagnak. Az Ugy kezdeti szakaszaban még a rend6rok sem gondoltak volna, hogy a
telefonszamon keresztul egy nemzetkozi drogugyletre bukkannak, ahol az egyik
legnagvobb magvar vallalat, a BorsodChem az érintett, Mint a kabitészer eldallitdia.

BEST OF MINDEKOZBEN

Vaddisznok pusztitottak el kozel 7 millié
forint értékd kokaint egy olasz erdében

Indexnek nevezte el a rendérség Bambi és
Lovész kolykeinek egyikét

A Joker legdrultebb jeleneteit soha nem
fogjuk 1atni
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[ NON ) koczka.ferenc — root@ns: /var/log/apache2/access — ssh backup4 — 106x12
'root®ns:/var/log/apache2/access# tail -n 1 -f www.246.hu-access.log ]
54.36.149.13 - — [17/Nov/2019:20:06:48 +0100] "GET /robots.txt HTTP/1.1" 200 455 "-" "Mozilla/5.0 (compati

ble; AhrefsBot/6.1; +http://ahrefs.com/robot/)"
185.220.100.255 — — [17/Nov/2019:20:07:25 +0100] "GET /statpages/images/helpl28.jpg HTTP/1.1" 200 4342 "-"

"Mozilla/5.0 (Windows NT 10.0; rv:68.0) Gecko/20100101 Firefox/68.0"

23.129.64.154 - - [17/Nov/2019:20:07:28 +0100] "GET /statpages/images/help128.jpg HTTP/1.1" 200 4342 "-" "

Mozilla/5.0 (Windows NT 10.0; rv:68.0) Gecko/20100101 Firefox/68.0"
89.144.12.17 - - [17/Nov/2019:20:07:31 +0100] "GET /statpages/images/helpl28.jpg HTTP/1.1" 200 4342 "-" "M

ozilla/5.0 (Windows NT 10.0; rv:68.0) Gecko/20100101 Firefox/68.0"




lllegalis tartalmak publikalasa

Kill or get killed

http://
3yryua3n3eu3idgih2io
pzph.wpengine.netdna
-cdn.com/wp-content/
uploads/2016/07/pdi/
Kill_or_Get_Killed.pdf

So KNt OR Gl WLy

for which there is no defense if the victim is taken by sur-
prise. It is not unllke]y that it will be used again, since maay
individuals, in all armies during World War 11, received train-
;ng in it, just as they reccwed training in mctlwds of strangu-
ation.

In killing an encmy scntry, all factors regarding the ap-
proach and initial 1tt'1ck described for use with a rear strangle,
apply. The '1ppro.mh from the rear is naturally a noiseless
one. At the time of rising, a few feet in the rear of the victim,
the knife should be taken either from the sheath where it
has been during the crawl, or from the teeth where it mav
have been c'ur:ed The 'ltmck is launched from a distance of

KILLING AN ENEMY SENTRY

This is the best method of surprise knife atrack taughe in the Armed
Forces. Approach from the rear, grasp the nose and mouth with the left
hand to prevent outcry, and thrust the knife into the kidney area, as
shown at the left. After a short interval, withdraw the knife and cut the
throat.

« You can use air from SCUBA
cylinders.

« You can also use other fu-
els instead of propane, e.g.

hydrogen, methane or acetylene.
« These fuels give better results, if

security measures allow you to
buy.

Di1Db YOU KNOW?

that you can mix the two gases in
the SCUBA Cylinder? An air
cylinder can sustain more

than 12 Cooking Gas Cylinders
of 25-liters. BUT do not forget the
balloon principle.

1.2. Cooking Gas Regulator

This tire barometer can measure
up to 11 bars. We will use it in our
procedure.

Tire Barometer

The meter on the right measures

a maximum of 25 atmospheres -
almost equivalent to 25 bars, while
the meter on the left measures a
maximum of 2.5 atmospheres -
almost equivalent to 2.5 bars.

This tire barometer can measure a
maximum of 16 bars.

Tire Barometer

CAR BOMB PREPARATION:

1 - Mixing the Gases:
. Discharge gas from the Cooking Gas Cylinder until only 9 bars are left in it.

. Note: to be sure of the required amount, you have to measure the pressure
after every few moment of releasing the gas. Use a barometer suitable for
the cooking gas cylinder.

Note: If you do not have the suitable barometer, there is a simple way to
measure the pressure by a tire barometer (fig 1.1)

Take a normal cooking gas regulator and cut its connecting nut off. Use a
hacksaw to cut at the yellow mark. (fig 1.2)

Take a tire's inner tube and cut the valve stem off, in such its lower part fits
the nut. (fig 1.3

Fit the valve stem into the nut precisely.

Apply epoxy from the outside to provide a strong adhesion between the
valve stem and the nut and prevent the gas from leaking. Also apply a little
of epoxy inside - Do not block the hole. Now the nut is ready to use with the
tire barometer and the Cooking Gas Cylinder. (fig 1.4

1.3. Nut and Valve 1.4. Final Result

Inspire Magazine

https://
www.oodaloop.com/
wp-content/uploads/
2014/03/
Inspire-12.pdf



Nem biztonsagos — thedarkroo

THE DARK ROOM ALL PODCASTS / FIELD RECORDINGS / VODCASTS / ABOUT /

Exploring the strange and controversial. CONTACT

www.churchofsatan.com

The Dark Room

http://thedarkroom.ca/
wp/all-podcasts/
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Photo Credit: Church of Satan Archives

Welcome to the
official website of

the Church of - EPISODE #17 - LILLA BERTALAN (PART I)
Satan, e Are Legion

Founded on April 30, 1966 c.e. by Anton Szandor LaVey, =
d >

Infernal Legion
#005: Meaning of
Veterans Day

The church of Satan

https://www.churchofsatan.com

openly dedicated to the acceptance of Man’s true nature Al h
. Vine i i ‘Magister , ,
that of a carnal beast, living in a cosmos that is B ?Sloughter Podcast: Play in new window | Download

indifferent to our existence. To us, Satan is the symbol

that best suits the nature of we who are carnal by birth
—people who feel no battles raging between our
thoughts and feelings, we who do not embrace the A Moment In
concept of a soul imprisoned in a body. He represents Time
pride, liberty, and individualism—qualities often

defined as Evil by those who worship external deities, )
who feel there is a war between their minds and / o

TW: suicide, self-harm

Does free will extend to taking your own life?

Lilla Bertalan, Hungarian poet and author, was originally invited onto the show to talk
about her peculiar fetish for “blood play.” While the cast began normally, discussing the
origins of Lilla’s interest in the pleasure involved in pain, neither Paul nor Jordan,

expected Lilla to soon reveal plans to commit suicide in an “Exit Party.” In their most




hu.hostadvice.com/tools/whois/#htt Q) &

El vannak rejtve?

= 0 & hostadvice. HUF v HU e v

On itt van épp: HostAdvice > Eszkézok > Tudja meg, hogy mely tarhelyszolgaltatéknal izemelnek egyes weboldalak

hu.hostadvice.com/tools/whois/#htt Q) C
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On itt van épp: HostAdvice > Eszkézok > Tudja meg, hogy mely tarhelyszolgaltatoknal iizemelnek egyes weboldalak

https://ent.siteintelgroup.com
CLOUDFLARE

http://tanzeem.org CloudFlare

,\% HostGaton Latogatton el a(z) HostGator weboldalara

Tarhelyszolgaltato:
CloudFlare

Tarhelyszolgaltato:

CDN:
HostGator CloudFlare

IP: sl .. .. .
108.167.140.94 ¥ Foldrajzi hely:

Sites hosted on this ip: .
Domain:
s — Kattintson ide
g siins ey
Se— o Foldrajzi hely: ,
prrr gl T : o Névszerverek:

Domain: HostAdvice.com

Kattintson ide

http://tanzeem.org

Névszerverek:

Latogatton el a(z) CloudFlare weboldalara

Check another website
Webszerver:

24/7 HostAdvice Support

Programnyelv:




Torvényseérto tartalmak

mmm Make your weapons at home - Files for 3D printer Buy Price

Item # 19720 - Other Listings / Other - SwagQuality (1122) USD 3.30
(0.000379 BTC)

Views: 6843 / Sales: 137 @ &
Quantity left: Unlimited (Unlimited automatic items)

3D-Printed GUN Blueprints (LIBERATOR ®) v 1.0 Buy Price

ltem # 44875 - Guides & Tutorials / Security & Anonymity - MIT (1275) USD 3.99
(0.000457 BTC)

Views: 534 / Sales: 4 ’— Q M
Quantity left: Unlimited (Unlimited automatic items)

() BROWSE CATEGORIES < Kronos — powerful electric lock pick gun kit for emergency door opening, incl. pick Buy Price

needles set @ USD 275.47
Fraud >y ltem # 40983 - Carded ltems / Other - MayansMC (13) (0.031581 BTC)

=

Drugs & Chemicals Views: 562 / Sales: 0
Quantity left: Unlimited
Guides & Tutorials

Counterfeit ltems
Clothing
Electronics
Jewelry

Money

Other

Fake IDs

Digital Products
Jewels & Gold
Carded Items
Services

Other Listings
Software & Malware

Security & Hosting




A maktermesztés fortélyai

® 0 koczka.ferenc — pi@torserver: ~ — ssh backup4 — 103x29

piPtorserver:~ $ cat /etc/tor/torrc | grep -v *$ | grep -v *#
HiddenServiceDir /var/lib/tor/hidden_service/
HiddenServicePort 80 127.0.0.1:80

HiddenServicePort 22 127.0.0.1:22

piPtorserver:~ $

pi@torserver:~ $

piftorserver:~ $ sudo cat /var/lib/tor/hidden_service/hostname
w7lmijtfeb71s3g7.onion

pi@torserver:~ $

piPtorserver:~ $

piPtorserver:~ $ /usr/bin/tor-resolve index.hu

87.229.65.16

pi@torserver:~ $

piRtorserver:~ $ [}

O] ® koczka.ferenc — pi@torserver: ~ — ssh backup4 — 103x29

root@Pbackup4:~#

root@backup4:~#

root@backup4:~# torify ssh piw71lmijtfeb71s3q7.onion
piPw71lmijtfeb71s3q7.onion's password:

Linux torserver 4.19.66-v7+ #1253 SMP Thu Aug 15 11:49:46 BST 2019 armv71

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Sun Nov 17 18:54:20 2019 from 127.0.0.1
piPtorserver:~ $

piQtorserver:~ $ [
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Dream Market
OutLaw

Welcome to Video

"Az IRS blintldozési szervei lekovették a darkweb
bitcoinfizetéseit, igy eljutottak eqy darknetes szerver
helyszinéhez Dél-Koredban. Ezutan beazonositottak egy
Son dlnevii embert, és hamarosan megtalaltak a weboldal
fizikai elhelyezkedését. A tranzakciok mogott allé
felhasznaldkat is lebuktattak.

Az elkévetd, Son, a dél-koreai torvények értelmében csak
18 honap bortonblintetést kapott.”

Evolution

Hansa
AlphaBay
Wall Street

Grams Search




November 15, 2019, 04:49:06 PM
Welcome, Guest. Please login or register.

News: Help collect the most notable posts made over the last 10 years. Search

HELF FARCH LO \ REGIS R TOR!

e ——

Bitcoin Forum > Other > Archival > IT pro needed for venture backed bitcoin startup

« previous topic next topic »
Pages: [1] print

altoid -, IT pro needed for venture backed bitcoin startup
Newbie “ October 11, 2011, 08:06:22 PM

Hello, sorry if there is another thread for this kind of post, but I couldn't find one. I'm looking for the best and
Activity: 48 brightest IT pro in the bitcoin community to be the lead developer in a venture backed bitcoin startup company. The
Merit: 0 ideal candidate would have at least several years of web application development experience, having built
applications from the ground up. A solid understanding of oop and software architecture is a must. Experience in a
start-up environment is a plus, or just being super hard working, self-motivated, and creative.

Compensation can be in the form of equity or a salary, or somewhere in-between.
If interested, please send your answers to the following questions to rossulbricht at gmail dot com

1) What are your qualifications for this position?
2) What interests you about bitcoin?

From there, we can talk about things like compensation and references and I can answiyr your questions as well.
Thanks in advance to any interested parties. If anyone knows another good place to reciuit, I am all ears.

rossulbricht@gmail.com R

Altoid

https://bitcointalk.org/index.php?topic=47811.0
Double life imprisonment + 40 years without possibility of parole.
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mea BBC - Home

CG | @ da British Broadcasting Corporat...(GB) https://www.bbcnewsv2vjtpsuy.onion v % O v.

We've updated
our Privacy and
Cookies Policy

BB Q News Sport Reel Worklife Travel
Welcome to the BBC

data.

We've made some important changes to our Privacy and Cookies v OK
Policy and we want you to know what this means for you and your

¥ Find out what's
changed

Sign in to your BBC account, or

Register to see Weather, Local News

Sunday, 17 November and more

¥ Customise your Homepage

Prince Andrew
stands by ‘car-

crash' interview

LA kit i——

M= England face Kosovo in
Euro 2020 qualifier

FOOTBALL

'What we did to bring Kaepernick does not
War of the Worlds up to attend NFL private
date' workout

BBC BITESIZE AMERICAN FOOTBALL

M7 Latest
updates from
Brazilian Grand
Prix

FORMULA 1

Five things you need to
know before going
freelance

BBC RADIO 1

Atlatszo

http://ak2ugfavwgmijrvtu.onion/

BBC News
https://www.bbcnewsv2vjtpsuy.onion/

9 MagyarLeaks

C' O & ak2ugfavwgmijrvtu.onion/#/submission

Fill out your submission

Short title ©

Bejelentés

Full description ©

Files ©

Blow the whistle

Have you already filed a submission? Enter your key code.
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|2P.o

geti2p.net/en/

THE INVISIBLE INTERNET
PROJECT

& (V)

Download About Donate Docs Research Develop Blog Labs Language

What is 12P?

I2P is an anonymous network built on
top of the internet. It allows users to
create and access content and build
online communities on a network that
is both distributed and dynamic. It is
intended to protect communication and
resist monitoring by third parties such
as ISPs.

Aside from anonymizing traffic within
the network, I12P functions with the
same capabilities as the Internet,
however its design and
decentralization create a censorship
resistant environment for the free-flow
of information.

Mirrored sites hosted on the network
allow access to news outlets and other
resources in areas where information

Meni megjelenitése jng filtered or denied. Online

What does I12P do
for you?

The I2P network provides strong privacy protections for

communication over the Internet. Many activities that
would risk your privacy on the public Internet can be
1 conducted anonymously inside 12P.
-«

GET I12P

News & Updates LJ

2019-10-25 - Highlighting Research
2019-10-22 - 0.9.43 Release

2019-10-05 - Our Networks Trip
Report- idk

2019-08-30 - RightsCon Trip Report

2019-08-30 - Internet Freedom
Festival Trip Report

2019-08-30 - USENIX FOCI Trip
Report

2019-08-30 - Def Con Trip Report-
idk

2019-08-30 - Def Con Trip Report-
zzz

More blog posits...

0.9.43

Conferences Calendar
2019

I2P Developers will be visiting these
conferences this year:

Upcoming:

Chaos Communications Congress
(December 27-30 2019, Leipzig,
Germany)

Past:

Our Networks Conference (September
20-22 2019, Toronto, Canada)

DEF CON 27 (August 8-11 2019, Las
Vegas, Nevada)

USENIX FOCI (August 13, 2019,
Santa Clara, California)

Internet Freedom Festival (April 1-5

FreeNet
https://freenetproject.org

12P
https://geti2p.net

VPN szolgaltatok

https://expressvpn.com

freenetproject.org/index.html

* FREENET ABOUT VOLUNTEER DOCUMENTATION DONATE DOWNLOAD HELP fwa

LANGUAGE FR

FREENET

Browse websites, post on forums, and publish files within Freenet with strong privacy protections.

®
3 R

DOWNLOAD LEARN DONATE

Get the software Learn to protect your privacy Give to protect online privacy and

internet freedom

CONTRIBUTE

Work to protect online privacy and
internet freedom

v

Meni megjelenitése




Darknet forgalom

Domain és RDP?

A e

outside/18.
outside/18.
outside/18.
outside/18.
outside/18.

NNNNNNNNNNNNNNNNNNNNNNNNNNNDN .

11447
root@fw:~/syslog#

outside/185.
outside/185.
outside/185.
outside/185.
outside/185.
outside/185.
outside/185.
outside/185.
outside/185.
outside/185. :
27.197.252:58801
27.197.252:51413
27.197.252:40010
27.197.252:30993
27.197.252:14170
outside/178.
outside/171.
outside/171.
outside/171.
outside/171.
outside/162.
outside/162.
outside/158.
outside/144.
outside/104.
outside/104.
outside/104.
outside/104.
root@fw:~/syslog# cat _outgoing.txt | wc

213
207.
107.
g7 .
107.
107.
TUm
164
100.
100.

fi koczka.ferenc — root@fw: ~/syslog — ssh backup4 — 112x31

154.167:13262
139.2:58801
70.202:51413
70.202:40010
70.202:32005
70.202:1543
47.171:6911
47.171:27139
87.207:22270
85.101:40010

17.170.117:32005
25.193.78:30993
25.193.25:30993
25.193.20:58801
25.193.20:443

247 .
247
174.
217
244 .
244 .
pL
244 .

74.74:36002

.74.27:51413

122.199:32005
90.68:40010
79.222:36002
76.13:58801
72.115:58801
72.115:34381

-1

) -

Num Segment

48,966
34,690
34,629
34,596
33,773
32,775
30,710
29,902
28,459
26,245
24,007
23,298
20,551
20,388
19,981
19,846
19,696
19,598
19,579
19,570
19,134
18,765
18,161
16,662
16,052
15,006
14,480
14,373
14,302
12,166
12,119
10,524

DMZ_PUBLIC_GROUP2
DMZ_SERVER
DMZ_SERVER
DMZ_SERVER
inside

inside
DMZ_SERVER
DMZ_OFI1
inside
DMZ_SERVER
DMZ_SERVER
DMZ_PUBLIC_GROUP2
DMZ_SERVER
inside

inside
DMZ_SERVER
DMZ_SERVER
DMZ_SERVER
DMZ_SERVER
inside
DMZ_SERVER
DMZ_SERVER
DMZ_SERVER
DMZ_SERVER
DMZ_OFI1
inside
DMZ_OFI1
DMZ_SERVER
DMZ_SERVER
DMZ_SERVER
DMZ_SERVER
DMZ_SERVER

IP
193.225.35.220
193.225.32.55
193.225.32.57
193.225.32.56
193.225.33.45
193.225.33.32
193.225.32.17
193.225.32.140
193.225.33.33
193.225.32.58
193.225.32.4
193.225.35.220
193.225.32.9
193.225.33.16
193.225.34.31
193.225.32.39
193.225.32.59
193.225.32.19
193.225.32.16
193.225.33.29
193.225.32.86
193.225.32.87
193.225.32.5
193.225.32.41
193.225.32.140
193.225.33.43
193.225.32.131
193.225.32.5
193.225.32.21
193.225.32.189
193.225.32.11
193.225.32.17

22
22
22
22
22
22
22
22
22
22
22
80
80
22
22
22
22
22
22
22
22
22
80
80
80
22
80
22
80
80
80
80

P N

Port HostName

3(NXDOMAIN)

docker.uni-eszterhazy.hu.
www.oktatas2030.hu.

grafana.uni-eszterhazy.hu.

ugyfelkapu.uni-eszterhazy.hu.

d317-02.szt.ektf.hu.

aquila.ektf.hu.
3(NXDOMAIN)

d318-01.szt.ektf.hu.

sztr.komplexalapprogram.hu.
tavoktatas.ektf.hu.

3(NXDOMAIN)

gin.ektf.hu.
dorado.ektf.hu.

bzs.host.ektf.hu.
columbo.ektf.hu.
3(NXDOMAIN)

insomnia.ektf.hu.

taurus.ekif.hu.
3(NXDOMAIN)

hr.nkp.uni-eszterhazy.hu.
hrrep.nkp.uni-eszterhazy.hu.
trevor.ektf.hu.

gemini3.uni-eszterhazy.hu.
3(NXDOMAIN)

jot-blade.uni-eszterhazy.hu.
3(NXDOMAIN)

trevor.ektf.hu.

smtp.uni-eszterhazy.hu.
ibmtest.ektf.hu.

gemini.ektf.hu.
aquila.ektf.hu.

Darab Port Protocol
600,606 ssh
515,661 http

5,252 domain
1,748 https
166 smtps
108 imaps
100 http-alt
58 smtp
38 netbios-ns
34 submission
22 telnet
20 imap2
18 rdp
14 rdp?

2 ftp



http://docker.uni-eszterhazy.hu
http://www.oktatas2030.hu
http://grafana.uni-eszterhazy.hu
http://ugyfelkapu.uni-eszterhazy.hu
http://d317-02.szt.ektf.hu
http://aquila.ektf.hu
http://d318-01.szt.ektf.hu
http://sztr.komplexalapprogram.hu
http://tavoktatas.ektf.hu
http://gin.ektf.hu
http://dorado.ektf.hu
http://bzs.host.ektf.hu
http://columbo.ektf.hu
http://insomnia.ektf.hu
http://taurus.ektf.hu
http://hr.nkp.uni-eszterhazy.hu
http://hrrep.nkp.uni-eszterhazy.hu
http://trevor.ektf.hu
http://gemini3.uni-eszterhazy.hu
http://iot-blade.uni-eszterhazy.hu
http://trevor.ektf.hu
http://smtp.uni-eszterhazy.hu
http://ibmtest.ektf.hu
http://gemini.ektf.hu
http://aquila.ektf.hu

¥ HUNCERT honeypot adatai

SSH esemenyek szama

0 -

14. Okt 16. Okt 3. Okt L 22. Okt 26. Ok 28. Ok 0 : 1. Nov

Min Max AVG

31929 esemény/nap 114390 esemény/nap 69644.21 esemény/nap 2019682




Magyarok a Darkneten 2019

Directly connecting users from Hungary

2019-01 2019-04 2019-07 2019-10

The Tor Project - https://metrics.torproject.org/

https://metrics.torproject.org



- Felhasznalok

Darknet események
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Tiltsuk?




Engedjuk Tiltsuk
O ..., ——————nnrnonono-o—mooe

Forgalom Bejovd forgalom
A nyilt nethez képest nem szamotteva. Aforrasok j6 eséllyel tamadok.

Malware Anonim bongészés

Aforgalom ndvekedése jelezheti a fert6zott gépek szamanak novekedését. Ezeket mashol végezzék, a munkakor ellatasahoz nem sziikséges.
Nincs szamottevd rdp forgalom. *Leaks oldalak ne legyenek elérhetdk védett haldzatbol.

Anonim hongészés Darknet szerverek
Frdemes tdmogatni? Pro és kontra.

Ezeket ne nalunk lizemeltessék.
Ne legyen értelme rejtett szervereket elhelyezni a haldzatban.

Masok példai Feleldsség
Az én buborékomban éltalanos az engedélyezés. Probléma esetén felmeriil a felel6sség kérdése.

Tudjuk egyaltalan feliigyelni? Szabalyzas
Sok alternativ megoldas van, az SSH tunnel, VPN szolgaltatok szamos lehet6séget adnak. 2013 évi L. torvény, 41/2015 BM rendelet, Létfontossagu rendszerekre vonatkozd

Inkdbb legyen kontroll szabalyzasok.

Erdemes engedélyezni és feliigyelni, ezzel felkésziilni egy esetleges esemény kezelésére.




ehetosége

Méregetés folytatdsa és tokéletesitése
Alternativdk megismerése

zabalyzdsok
Ajanlas kidolgozasa.

O




Thank

Koczka Ferenc
PhD Student

T director of the Eszterhdzy Karoly University

you!




