Balla Attila, vezeto technikai tanacsado

SYNERGON

Ethernet haldzatok tervezése
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Bevezeto SYNERGON

* Ethernet halozatok
»1973-80, Bob Metcalfe és David Boggs

» 10Mbps — 10Gbps
— 100Gbps, 2006. november

»Coax, UTP, Optika

* Ma kikertilhetetlen
»Nemcsak LAN kornyezetben
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SYNERGON

* Hierarchikus Hal6zat Design
= STP optimalizalas

= CISF

= FHRP

= Esettanulmany
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Klasszikus felépites SYNERGON

|||| 1111 |||| |||| |||| |||| |||| |||| |||| |||| |||| ||||

Access M W M

Distribution \

:s-
|

=

Distribution

Access P2 = et =

SYNERGON GROUP SPAN SAQ,_ ‘ifﬁ_ﬂ_fy @ WA SYNERGON

WAN Data Center




Core Réteg SYNERGON

Distribution

Access

" Gerinchalozat — halozati részeket kot 6ssze
= Teljesitmény €s stabilitas
> Osszetettség nem eldny

= Skalazhatobb

-\Wgaﬂag fliggetlen legyen
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Distribution Réteg SYNERGON

Distribution

» Rendelkezésre allas = STP, csak ha musz4;
= Terhel€s elosztas = Route summary, konvergencia
=  Védi a Core Réteget az Access = FHRP
Rétegbeli problémaktol és a sok » VRRP, HSRP, GLBP
peer-t0l
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Access Réteg SYNERGON

/ «—To Core — \
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Distribution

Access
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= Halozati végpontok aggregalasa = Layer3 szolgaltatasok
= Layer2 szolgaltatdsok > Routing

» STP, RSTP, MST » Multicast

» Multicast * Integrated Security eszk6zok

» Védelmi eszkozok » Port-Security, DHCP snooping,
= QoS DAI, IP Source Guard, 802.1x,...
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SYNERGON

* Hierarchikus Halozat Design
= STP optimalizalas
= CISF

= FHRP
» Esettanulmanyok
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Spanning Tree Protocol és T SYNERGON

= PVST+: STP (802.1d) per VLAN

» Portfast, Uplinkfast, BackboneFast, BPDUGuard,
BPDUFilter, RootGuard, €s LoopGuard
= Rapid PVST+: RSTP (802.1w) per VLAN
» Portfast, BPDUGuard, BPDUFilter, RootGuard, €s
LoopGuard

= MST (802.15s):
» Nem per VLAN, hanem per instance, 16 lehet
» Minden instance-hoz tobb VLAN-t lehet rendelni

» Portfast, BPDUGuard, BPDUFilter, RootGuard, and
LoopGuard
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STP Konfiguracio SYNERGON

" Csak ha sziikséges!

» Adatparkokban tipikus

= Access rétegben atnyuldo VLAN-ok
* Eros védelem sziikséges
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Layer2 Access Védelem

= Root bridge
» Loopguard
» Rootguard
» UDLD

= Access port
» BPDU guard
» PortFast
» Port-security

* Backup link

> Storm control
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Csomagvesztés SYNERGON

" Magas csomagvesztés egy fizikai 0sszekottetésen
» Elveszhetnek a BPDU-k

= 50s -> blocking portbdl forwarding-ba
* Hurok

" Lehetséges okok:
» Rossz kabel
» Duplexitas
» Kabelhossz show interfaces

runts, giants, no buffer, CRC,
frame, overrun, ignored
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Duplexitas SYNERGON

oo . Half-Duplex: Still
1 . ”B” kuldl d frame'ket ru:s cal:fi::‘sen:se
and collision

2. ,,A” hasznalja a linket " detection

3. ,,A” észreveszi az
titkozést, backoft

4. ,,.B” nem kap BPDU-t
Hurok... ;-(

; Does Not Do
LA Carrier Sense

g
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SYNERGON
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' Bpdu lost thi
B blOCklIlg pdu lost this way T
A >B TrOSSZ forward traffic this way...
B->A j6

A-tol jovo BPDU-k elvesznek

B nem maradhat blocking allapotban
Hurok...

Megoldas: UDLD

- Aggressive mode: errdisable allapot

¥ s = 2 =
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SYNERGON

= Cisco proprietary
» Optika, UTP
» unidirectional link detektalas

= Layer2 protokoll

» Echo

» Mindkét oldalon kell
= Normal

> 15s

" Aggressive
» Port stuck
» Egyik oldalon up/maésik oldalon down
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Root Guard

* Bridge Priority kevés
» Alacsonyabb MAC-address /

SYNERGON

Root Bridge

New Root
Bridge

B L W R B WS N L W el LRSS W S— ___—! LCJ_

= root-inconsistent state

» ~ listening, nincs forwarding

=  Automatikus visszaallas

spanning-tree_guard root
infinity- 4 SYNERGON
—




Loop Guard SYNERGON

= Ugyanaz, mint UDLD esetén

= DE: 0j port statusz
» loop—inconsistent blocking

= Ha kap BPDU-t, akkor keriil ki
» Automatikus

= Port alapu feature
» De a porton konfiguralt Vlan-okra kiilon mikodik

spanning-tree guard loop

= Milyen portokon sziikséges?

» Blocking , L
S l———
> Alternate Bpdu lost this way

B unblocks its port and can
forward traffic this way...
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Loop Guard SYNERGON

* Loop Guard vs UDLD = PortFast
» Port alapu konfiguracio » Kolcsonosen kizarjdk egymast
» Vlan vs Port miikodés s Ogsztott link
» Automatikus visszadllas > Nem lehet
» Egyiranyu link ellen jo = MST

» Software hibakra Loop Guard
» Kabelezési hibakra UDLD

= Root Guard

» Kolcsonosen kizarjak egymast

» Egyiittmikodik
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SYNERGON

= Nincs listening €s learning fazis

» Azonnal forwarding allapot

» STP része a port -> tdmadasi feliilet
— Root Bridge

= BPDU Guard
» Errdisable dllapotba keriil a port BPDU esetén

spanning-tree portfast bpduguard
errdisable recovery cause bpduguard
errdisable recovery interval 400

“ﬁ_-i"-_hh'
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SYNERGON

= Altalaban az Accessésa = Bevésni az

Distribution réteg kozott enkapszulaciot €s a

= Csak a sziikséges nonegotiate-t
VLAN-okat kell » DTP kikapcsolasa
atengedni

' Nathﬁ VLAN switchport trunk encapsulation dotlg
valtoztatas switchport trunk native vlan <>
switchport trunk allowed vlan <>,<>,<>

switchport mode trunk

\/\ switchport nonegotiate
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VLAN Trunking Protocol SYNERGON

= Kozpontositott VLAN * Ha muszaj, akkor VTPv3

menedzsment > Extended VLAN
= VTP szerver switch » Private VLAN
hirdet1 a VLAN tablat > Authentik4ci6
s Csak trunk-n fut » VTPv1 és v2-vel

; ) egylittmikodik
" Negy lehetoseg: » Per-port alapu

> Se.rver > CatOS :-(
» Client

» Transparent
> Off
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STP Skalazhatosag SYNERGON

» Logikar interface-k és a BPDU-k hatarozzak
meg
»Csak a sziikséges Vlan-k legyenek minden trunk-on
> Altaldban az RPVST+ elegendb

MST RPVST+ PVST+

Total Active STP 50,000 total 10,000 total 13,000 total

Logical Interfaces 30,000 total with
Release 12.2(17b)SXA

Total Virtual Ports 6,000 per 1,800 per 1,800 per
per LineCard switching module switching module switching module

~
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SYNERGON

" show spantree summary total
»STP Active

" show vlan virtual-port slot <mod>

= Szamolas
> (trunk-0kon levo Vlan-ok) + Access portok
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SYNERGON

* Hierarchikus Halozat Design
= STP optimalizalas

= CISF

= FHRP

» Esettanulmanyok
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Cisco Integrated Security Feat SYNERGON

= Port Security * Dynamic ARP
» CAM tabla védelem Inspection
= DHCP Snooping » ARP védelem
» DHCP server védelem * [P Source Guard
» IP/MAC spoofing
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Port Security SYNERGON

» (Csak bizonyos MAC- " Modszerek
address-ek hasznalhatjak » Protect
a portot » Restrict

» Shutdown

6500 (config—if)# switchport port-security ?
aging Port—-security aging commands
mac—address Secure mac address
maximum Max secure addresses
W IO el B Ne 8 Security violation mode

\H‘-“"-hm
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DHCP — RFC2131 SYNERGON

DHCP g —

Client °

@ e D7'CP Discover
(Broadcast)
DHCP Offer a
(Unicast) ————
@ ) DHCP Request
(Broadcast)
DHCP Offer o
(Unicas) ~

S—
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DHCP Snooping SYNERGON

= (Csak a megbizhat6 portokrél  ip dhcp snooping

johet DHCP offer ip dhcp snooping vlan <>
=  Adatbazis, 8000 | |

osszekapcsolas ip dhcp snooping trust

» MAC cim

> IP cim ip dhcp snooping database

R AT <
> Lease Time 3

» Binding Type
» VLAN

= DAI ezt az adatbazist
hasznalja
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Dynamic ARP Inspection SYNERGON

Sends ARP to "Y"
saying itis Host X

Sends ARP to "X"
saying it is Host Y

= Man in the Middle Attack " A Tamado képes
= Nem valés IPPMAC monitorozni X €s Y kozotti
bejegyzés a Host-okon forgalmat
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SYNERGON

* Ellenorzi az ARP csomagokat
» DHCP Snooping adatbazisa alapjan
» Inkonzisztens ARP csomagokat eldobja

» Trust port-n nem ellendriz

1p arp inspection vlan <>
interface type number

SNCL, ENa oI MILakE O@ G LEml B LISHE

errdisable recovery cause arp-inspection

“ﬁ_-i"-_hh'
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IP Source Guard SYNERGON

= Ugyanugy mukodik, mint a DAI
> Osszes csomagot ellendriz
» DHCP snooping adatbazis alapjan
» Nemcsak ARP csomagokat

ip dhcp snooping
ip dhcp snooping vlan 10

interface X/Y

switchport mode access

switchport access vlan 10

el PaclihceRsireeuine B tisiE

ip verify source vlan dhcp-snooping

“ﬁ_-i"-_hh'
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Egyéb lehetoségek SYNERGON

= Network Admission Control

= [EEE 802.1x authentikacio

"= Web alapu authentikicio

\/\

SYNERGON GROUP SPAN SAQ___._ ‘ﬂﬁ_f_@" @ WA SYNERGON




SYNERGON

* Hierarchikus Halozat Design
= STP optimalizalas

= CISF

= FHRP

» Esettanulmanyok
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First Hop Redundancy Protocol

Redundans default-gw a
végberendezéseknek

HSRP, VRRP, GLBP lehetoségek

» Miasodpercen beliili konvergencia
VRRP-t mas gyartok is
implementaltak
GLBP uplink terhelés elosztas

SYNERGON

Data Center Internet ?

- "\\__/-_—/II ‘\_.r\‘h_f /"'
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VRRP - RFC2338 SYNERGON

R1—Master, Forwarding Traffic; R2, R3—Backup

= Virtual Router

VRRP ACTIVE VRRP BACKUP VRRP BACKUP
Redundancy PI'()t()C()l IP:  10.0.0.254 IP:  10.0.0.253 IP:  10.0.0.252
MAC: 0000.0c12.3456 MAC: 0000.0C78.9abc MAC: 0000.0cde.f123
. ,1° viP: 10.0.0.10 viP: vIP:
u Egy Vlrtuahs I‘outer vMAC: 0000.5¢00.0101 VvMAC: VMAC:

> Egy VIP “‘%" & Coiere

= (Csak a ,master” router |
végez adattovabbitist  cients l

[ | -

BaCkup rOUter ek IP: 10.0.0.1 IP: 10.0.0.2 IP: 10.0.0.3
MAC: aaaa.aaaa.aa01 MAC: aaaa.aaaa.aal2 MAC: aaaa.aaaa.aal3
GW: 10.0.0.10 GW: 10.0.0.10 GW: 10.0.0.10

ARP: 0000.5e00.0101 ARP: 0000.5e¢00.0101 ARP: 0000.5e00.0101
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VRRP elonyei SYNERGON

* Redundancia " Preempiv mod

» Tobb router 1 GW » Kijelolt aktiv router
= Terhelés elosztas = Authentikacio

» Csoportositas » védelem

= Tobb virtualis router Dedikalt multicast cim

» Max. 255 »> 224.0.0.18
» 00-00-5E-00-01-{ VRID} = Object tracking
= Tobb IP cim > Komplex
> Egy inferface tobb csoport cim » Prioritast csokkenthet
» Secondary cimek » 12.3(2)T, 12.2(25)S
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VRRP konfiguralas SYNERGON

interface type number

ip address ip-address mask
vrrp group description text
vrrp group priority level
vrrp group preempt [delay minimum seconds]
vrrp group timers advertise [msec] interval
vrrp group timers learn
vrrp group ip ip-—address [secondary]

track object-number interface type number {line-
protocol | ip routing}

vrrp group track object-number [decrement priority]
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HSRP — RFC2281 SYNERGON

* Hot Standby Routing Protocol
» Ugyanaz, mint a VRRP
= Nem szabvanyos

=  Virtualis cimek

» 0000.0C07.AC{VRID}

interface type number > 224.0.0.2
ip address ip-address mask
standby delay minimum min-delay reload min-delay
standby [group—number] ip [ip-address [secondary] ]
standby [group-number] priority priority
standby [group-number] preempt [delay {minimum delay |
reload delay | sync delay}

standby [group-number] track object-number

\/\_ [decrement priority-decrement]
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Gets MAC 0000.0000.0001
SYNERGON GROUP

SYNERGON

Gateway Load Balancing Protocol » Kommunikacid

> 224.0.0.102:3222
> 3s

Egy VIP-hez tobb VMAC
DefGW-re kiilonbozo ARP-t kap

GLBP 1ip 10.88.1.10

GLBP 1ip 10.88.1.10
vMAC 0000.0000.0002

vMAC 0000.0000.0001

10.88.1.0/24

RPs for 10.88.1.10
ets MAC 0000.0000.0002

ARPs for 10.88.1.10

O >




SYNERGON

= Active Virtual Gateway — AVG valasztas
» A tobbi backup

" AVG generalja az 6sszes VMAC-t

»Ez alapjan torténik a tovabbitas
» Active Virtual Forwarders — AVF

= Skalazhatosag
» 1024/interface
»4 AVF/csoport
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GLBP Konfiguralas SYNERGON

interface type number

ip address ip-address mask [secondary]

glbp group timers [msec] hellotime [msec] holdtime

glbp group timers redirect redirect timeout

glbp group load-balancing [host-dependent |round-robin|weighted]
glbp group priority level

glbp group preempt [delay minimum seconds]

glbp group name redundancy-name

glbp group weighting maximum [lower lower] [upper upper]
glbp group weighting track object-number [decrement value]

SYNERGON GROUP SPAN SAQ__._ ‘Hﬁ_ﬂ_}}f @ M SYNERGON




Melyiket valasszuk? SYNERGON

* VRRP-nek mar van subsecond 1d0zitoje

» szabvanyos
= HSRP/VRRP egy router-en megy at az 6sszes flow
* GLBP esetén csak a flow-k felét érint1 a hiba
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Esettanulmany SYNERGON

" Aszimmetrikus routing HSRP = Switch-1-bdl kioregszik ,,B” MAC
esetén cime
> Unicast Flood — Sniffer = Switch-2-bél kidregszik ,A” MAC

» Nincs MLS bejegyzés

» Csomageldobas a kapcsol6doé host-
okon

= Jddzitok
» ARP = 1440s
» CAM = 300s
= MSFC-k
» MSFC-1 Active HSRP Vlanl-ben
— Host A DefGW

» MSFC-2 Active HSRP Vlan2-ben
— Host B DefGW
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cime

mac-address—-table aging-time 1440

MSFC-1 MSFC-2

Host A Host B
10.1.1.10 10.1.2.10

1M

Catalyst 6500 Trunk




Balla Attila, vezeto technikai tanacsado

SYNERGON

K0szonom a figyelmiiket!
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