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ﬂ

- C65k/C76k tavoltrol
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- C65k/IC76k kozelebbrol

* Architektura

- Packet-flow

- C65k/C76k egészen kozelrol

* CEF és MPLS ‘troubleshooting’ - understanding



C65k/C76k — tavolrol
ﬂ

* Nagy - gyors — komplex

Sok module, sok port
L2/L3, switch/router - ?

Ezek kombinacidja — de nem L2 router ©

*Fancy* modulok
OSM, FWSM, CSM, VPN, NAM, IDS, FlexWan, ...

Régi emlékeink szerint: valaha LAN switch volt
Ma: (I)SP core/lEDGE, DC, Enterprise...



Torténelem — Honnan ‘indultunk’ ?

ﬂ

- CiscoFusion in-a-box — emlékszik még valaki? ©
* Koncepcio
‘lassU’ router + ‘buta’ switch = ‘Mpps’ ‘mega’-switch/router
MLS: MultiLayer Switching
CLI: mlis rp, mls sp
HW: router + L2 switch w/ NFFC
* in-a-box
C5/6K: RSFC, MSM, MSFC
SUP: MSFCx+PFCy
1:1, 1;2, 2;2, 3;3(a/b/bxl), 3;2a
PFC1: data-driven, flow-based
PFC2,3: topology driven, CEF/FIB
o6rdkség: CLI ‘sh mis...’
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Layer 3 Packet Processing

Multilayer Switching w/ PFC2/PFC3
ﬂ

Control Plane
Build FIB and
Adjacency Tables
in Software

Catalyst Switch

Download Data Plane
! Forward IP Unicast
ASICs Traffic in Hardware
FIB Adjacency
Table Table

Lookm‘ . Rewrite

L3 Packet

=< BT
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C65k/C76k — kdozelebbrol
™ Ciscocom

RP, SP - CPU
Console owner — RP (de boot), tshoot, crashinfo...
* superman, tycho; pinnacle, hyperion... — ASIC
- PXF - OSM, FlexWan
- DBUS (16G), RBUS, EOBC
- fabric/X-bar (256G@fdx/720G@fdx)
- LC: classic, cef256, cef720, osm, sip, service modulok
- CatOsS, I0S - hibrid (2 kiilén img), nativ (2 img ‘egyben’)

- v4/6, MPLS, MPLS-TE, MCast, VPNv4/6, MVPN, VPLS, ATOM +
L2 ‘dolgok’ + service modulok + ...
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Catalyst 6503/6503E and 6504E

« Slots 1 and 2—Supervisor
engine, or switching module Power
Supply

» Other slots—Any switching

module VTT/Clock ‘Vlodules EEEPRO*IIS
« 2 fabric channels per slot I w1
Dual Channels - . Slot 1
Power supplies in rear DualiChannels . Slot 2
I
* 950W AC/DC and 1400W AC DialChannels Slot 3
power supplies for 6503/6503E - .|
) Dual Channels Slot 4
« 2700W AC/DC power supplies I w1
for 6504E Crossbar Shared Bus

Note: CEF720 modules
not supported in
Catalyst 6503 (non-E) chassis
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Catalyst 6506/6509 and 6506E/6509E
™ cCiscocom

+ Slots 1 and 2—Supervisor Engine 2, or VIT/Clock Modules [
switching module o|c | F EE'PFI{OMS
DualiChannels Slot 1

« Slots 5 and 6—Supervisor Engine 32/720, or
switching module

Dual Channels Slot 2

* Other slots—Any switching module Dual Channels Slot 3

« 2 fabric channels per slot :
DualiChannels Slot 4

*  Wide variety of power supplies, from legacy
1000W to new 6000W—E chassis requires at
least 2500W PS

Dual Channels Slot 5

DualiChannels Slot 6
* NEB-A chassis has vertical slot m
alignment, dual fan trays, front-to-back air flow, W Slot 7
air filtration system DualiChannels Slot 8
= |
PualiChannels Slot 9

LB |
Crossbar Shared Bus

Power Power
Supply Supply

12 RUK
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Catalyst 6513
ﬂ

VTT/Clock Modules EEPROMSs
1 = B
’ SIOt_S 1and 2—$up(_erV|sor Sihgle Channel Slot 1
Engine 2, or switching module L |
] SinglerChannel Slot 2
- Slots 7 and 8—Supervisor . =1 Slot 3
Engine 32/720, or switching SR " n °
module SinglelChannel ‘u Slot 4
- Wide variety of SihgleChannel . Slot 5
?owegss(;»lo%l;es, Single:Chaninel _— Slot 6
rom o
new 6000W Single:Channel “m Slot 7
- 1 fabric channel SinglerChannel “m Slot 8
slots 1-8 DualiChannels w g Sloto
» ]
Dual-fabric modules & DualiChannels Slot 10
not supported in rJr_J o
slots 1-8! DualiCnannels - Slot 11
2 fabric 19 RU< DualiChannels u Slot 12
: I
channels DualChannels - . Slot 13
slots 9-13 Crossbar Shared Bus

Any switching module Power Power
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Supervisor Engine 2/PFC2 Architecture
ﬂ

QoS TCAM FIB contains IPv4 RP CPU runs L3 SP CPU runs L2
contains prefix entries protocols and protocols and
QoS ACL \ mainltaariigss;:ac‘)treitrol manages hardware

entries P - B .

GbE

Supervisor 2 Baseboard

MSFC2 Daughter Card I

Afol'n;ra?&M ADJ contains Uplinks
e rewrite info @ RP (MSFC2) o dp

and feature NetFlow table for ‘

ACL entries stats and features

CPU
‘-I Port ASIC
SP (NMP)

FIB 1 Gbps]
cru &8
L ml

TCAM
TCAM L2/L4 y Layer3 ADJ
Protocol Engine Engine

Redirection
Logic
= Replication
PFC2 Fabric Interface Engine

LCDBUS
1 LCRBUS

L2
CAM

Bus

T B Daughter Replication
Card — engine for
multicast/
: s SPAN
L2 CAM DBUS WI
contains 16 Gbps ™= 'RBUS  To SFM/SFM2 Int_erface to
| MACentries | B l eosc | fabric and bus




Supervisor Engine 720/PFC3 Architecture

ﬂ

FIB contains IPv4/IPv6
prefixes and MPLS entries

QoS TCAM

ADJ

contains
rewrite l_
info

contains QoS ACL
entries

NetFlow
table for
stats and
features

SP CPU runs
L2 protocols
and manages

RP CPU runs L3
protocols and
maintains control
plane state

/

hardware

Counter
FPGA
(B/BXL Only)

ACL
TCAM

Protocol
Redirection
Logic

ACL TCAM
contains security
and feature ACL

entries

Supervisor 720\ Baseboard

QoS | FIB
TCAM TCAM

L3/4
Engine

L2 Engine

CAM

PFC3
Daughter

1
'| | GbE Uplinks

Port ASIC E

MET

Fabric
Interface/

Card J Replication

Engine

DS

CPU Daughter Card

RP (MSFC3)
CPU

SP (NMP)
CPU

DRAM

Integrated
20 Gbps 720 Gbps
Switch Fabric
17 x 20 Gbps

Fabric
Channels

L2 CAM
contains MAC
entries

A |

DBUS
L 1 RBUS
16 Gbps 1 EOBC
Bus
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Interface to fabric and bus,
and replication engine for
multicast/SPAN ”




Supervisor Engine 32/PFC3 Architecture

ﬂ

FIB contains |IPv4/IPv6 ADJ contains SP CPU runs RP CPU runs L3
prefixes and MPLS rewrite info L2 protocols protocols and
ERLTIES and manages maintains control
QoS TCAM NetFlow table hardware plane state
contains QoS for stats and
ACL entries features /
Supervisor Engine 32 Baseboarg

Port ASIC

Counter QoS FIB ADJ
FPGA TCAM TCAM

(B/BXL Only)

L3/4
Engine m

1 Gbps SP CPU DRAM

RP CPU @

MSFC2a Daughter Card

Protocol I
Arphsied L2 Engine PFC3
. Daughter
CAN Card

Replication
Engine

ACL TCAM
contains security

WS-SUP32-GE-3B

and feature ACL Replication engine to
=
entries / . . '?B::US interface with bus, and for
L2 CAM 16 Gbps ] I

EOBC multicast/SPAN
contains MAC Bus replication
© entries proed
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Catalyst 6500 Architecture
with Supervisor 720

Forwarding _
Tables 16-Gbps Switch Bus

16 16

Classic CEF256 dCEF256 16
Linecard Linecard Linecard

Fabric

dCEF720 CEF720

Arbitrati
rbitration Linecard 8 8 lls Linecard

Net MGMT
s ] i |20] J20 20| |20

Crossbar

Supervisor :

© 2005 Cisco Systems, Inc. All rights reserved. 13



Catalyst 6500 Architecture

Linecard Architecture with Supervisor 32

Forwarding

Tables 16-Gbps Switch Bus

MSFC & Sup32 provides only a single

CEF256 classic BUS connection for

Li g
PEC et ' .".?F.a.fg.--- linecards to connect to...
Fabric . L e masmsEsEeEssssssses .
Arbitration I 8Gb Fabric Channel not used

Net MGMT
[T :

Supervisor :
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Classic to Classic Centralized Forwarding

Supervisor
Engine 32

Port Po.O
ASIC ASIC

Classic
Module B

DBUS
RBUS

Source

Classic Destination Q
—
—

Module A

Blue VLAN
Red VLAN

Entire Packet —»

Packet Header :--»

© 2005 Cisco Systems, Inc. All rights reserved. 15



Reference: Classic to Classic

Centralized Forwarding
ﬂ

Unicast IPv4 packet received on Classic Module A; entire packet is
flooded on DBUS and all devices, including the PFC on the
supervisor engine, receive it

—

2. PFC makes a forwarding decision for the packet
PFC floods forwarding decision result on RBUS

4. Egress port ASIC on Classic Module B is selected to transmit the
packet—all other devices on the bus discard the packet

© 2005 Cisco Systems, Inc. All rights reserved. 16



CEF256 to CEF256 Centralized Forwarding

L3/4
Engine
i

A 4
L2 Engine

(3)

~FC3

Supervisor
Engine 720

720Gbps
Switch
Fabric

O UPS

Red
D

Port

1 LCRBUS

|
F;,Qic

Interface
||

LCDBUS

CEF256
Module B

DBUS

1 RBUS

(2)

Fabriié!‘

CEF256

Int.:rface

|
LCDBUS

Module A

LCRBUS !

Blue kS

© 2005 Cisco Systems, Inc. All rights reserved.

[Port Port
/. SIC ASIC

OA

Source
Destination
Blue VLAN
Red VLAN

| oA

Entire Packet —»

Packet Header :--»
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Reference: CEF256 to CEF256

Centralized Forwarding
ﬂ

Unicast IPv4 packet received on CEF256 Module A; entire packet is
flooded on LCDBUS and fabric interface receives it

2. Fabric interface floods just the packet header on the DBUS; PFC
receives packet header and makes a forwarding decision for the
packet

—

PFC floods forwarding decision result on RBUS
Fabric interface transmits packet across the fabric

CEF256 Module B receives the packet and transmits the packet,
and the result, on its LCDBUS; the egress port ASIC is selected to
transmit the packet

© 2005 Cisco Systems, Inc. All rights reserved. 18



CEF720/DFC3 to CEF720/DFC3 Distributed

Forwarding

Supervisor Engine 720

720Gbps
Swiitch
Fabric

Replication
Engine

© 2005 Cisco Systems, Inc. All rights reserved.

Fabric Ingfacee .

Port Port
t CEF720
ASIC I ASII'.. Module B
w/DFC3
Fabric InterfaQ
Replication
Engine
CEF720 Source B
Module A Destination Q
w/DFC3
Blue VLAN -
Red VLAN -

!

Entire Packet

Packet Header :--»
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Reference: CEF720/DFC3 to CEF720/DFC3

Distributed Forwarding
ﬂ

Unicast IPv4 packet received on CEF720
Module A; entire packet is forwarded to the
fabric interface

—

2. Fabric interface sends just the packet header
to the DFC; DFC makes a forwarding decision
for the packet

DFC returns the forwarding decision result to the fabric interface
4. Fabric interface transmits packet across the fabric

CEF720 Module B receives the packet and transmits the packet to
the egress port ASIC

© 2005 Cisco Systems, Inc. All rights reserved. 20



CEF — Programming ASIC’s
ﬂ

Programming Layer 3 Programming Layer 2
(Tycho) (Superman)

I0S Routing Table (RP) IOS ARP Cache Table (RP)

I0S FIB Table (RP) I0OS Adjacency Table (RP)

I0S FIB Table (SP) I0S Adjacency Table (SP)

v
MLS FIB Table (SP) MLS Adjacency Table (SP)

© 2005 Cisco Systems, Inc. All rights reserved. 21



Basic MPLS Path Flows

MSFC3 (RP/SP)
Ad]

Entries RP Packet

p SRANE Pzl Parsing S

L3/L4 Forwarding, SP Pa_cket
QoS and Security ACL Parsing
Engine (Tycho)

L2 Forwarding VticaEtEah
Engine BUSNRIERACENAS
(Superman) ISV PErON)

© 2005 Cisco Systems, Inc. All rights reserved.
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Distribution of IP/MPLS Routing Information

Hardware
Adj Control | SP RP _ l
SSRAM Drivers @ @’ l
B T .
HW-API l
A 3 !
FIB LSD/LFD l
Tycho
[ T I l
Superman IPC i
|
Susaryisar 744
Ethernet Out of Band Channel (EOBC)
y
von- IPC
DrC | v Sman Sman
——
=] [T
HW-API
2
Hardware

Drivers




MPLS Control / Data Plane

Routing Protocols

IP Routing Table
IP RIB

A
Y

/

Label FIB

CEF Table
(FIB Table)

IPC Interface

Label Distribution
Protocols

Label Service

LFIB Service

CEF Table
(FIB Table)

Platform H/W
Driver
f—— R

Hardware

L2 ASIC L3/L4ASIC
Superman Tycho

Label FIB

© 2005 Cisco Systems, Inc. All rights reserved.

LFIB Service

RP

SP/DFC

show isis ...

show ip ospf ...

show ip bgp ...

Show mpls Idp ...
show mpls ...

show ip routing

show mpls traffic-eng
show ip rsvp ...

show ip cef ...
show mpils ...
show cef ...

show ip cef ...
show mpls ...
show cef ...

show mls cef ...
show mis mpls ...
show mpls platform ...

24



The VLAN Table is <
indexed with the
vian of the packet
stored in the dbus
header of packet.
The VLAN is used

to retrieve the VPN
of the packet used
for FIB Lookup.

The PFC3B & PFC3BXL MPLS

Architecture Components

VLAN/VPN Table

Superman

FIB/MPLS/VRF TCAM

.MPLS VPN Table

Tycho' - jnternaipsce

Used for fast lookup
prefix/label entries

The MPLS VPN Table
is indexed when a
VPN CAM hit occurs.
This can potentially
modify the TOS of a
packet based on
E-LSP or L-LSP QOS*.

The VPN CAM is used
for VPN Aggregate
Label matching up to
512 entries.

© 2005 Cisco Systems, Inc. All rights reserved.
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MPLS: IP to TAG Packets

FIB/MPLS/VRF TCAM
Dest X, VPN 0

FIB TCAM Lookup
based on Dest @

— P}Mf|§$¥HHH

Prefix. Adj causes Adj Rewrite Data

tPESh %pe’at'g" VLAN/VPN Table - MPLS VPN Table

0 be pertformed. PFC3B generates
i a result

numbor in the ?,3';2"‘3‘!1!2% e

DBui toffind VPN label(s) needed

number for to switch the

!nttehrfacle.bD(Iefault o COS >DSCP MPLS packet.

is the globa Map internal

routing table DSCP to exp bits.

which is identified
by VPN 0.

Map exp bits to
internal DSCP.

Superfaan

|7 rledf |pBUS
IPP

2
2

a VPN CAM

IP Packet is sent
to PFC3B for
switching.

© 2005 Cisco Systems, Inc. All rights reserved. J 26



How to look at the VLAN/VPN Table
ﬂ

w 8P Command -
13p-rapTelibfrenote command switch sh nmls vlan-ram 1023 L0E3
TYCHO Vlan RAM \
Key: * =2 8Set, - = Clear Interface VLAN -

vlan eon nf-vpn mpls me-base siteid stats rpf vpn-mum bgp-grp l2-metro rpf-phr-ovr

1023 - - i I 0 NG ( 0 - y

isp-rap720364] T~

VPN Table ID j

FETC I

© 2005 Cisco Systems, Inc. All rights reserved. 27



MPLS: TAG to IP Packets

TCAM lookup based
on the Label. A “pop”
operation is found.

Interface yields
the VLAN which
retrieves the VPN
for FIB Lookup.

Copy the exp bits
to internal DSCP.

FIB/MPLS/VRF TCAM

(4)

VLAN/VPN Table

Label 26, VPN 0

-MPLS VPN Table

VLAN 1036, VPN O

)

Label is not an
aggregate so
there is nothing
in VPN_CAM.

|~ plelf

decision

MPLS Packet is
passed to PFC3
for switching

IPEAS]

Label 26

Exp ->DSCP

VPN CAM

PIREF
PP

Rewrite Data

(5)

The PFC3B will
generate a result
containing the
rewrite information
needed to switch
the packet.

IPP is not
overwritten by
default.

© 2005 Cisco Systems, Inc. All rights reserved.
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Looking at the MPLS Disposition Ent

i
isp-rsp7203E#sh nls cef npls label 26 J
Codez: + - Push label, - - Pop Label ¥ - Awap Label
Index cal La}:lel dut 1/t
Fas/l , 0el,.f%aa.al5d
13p-rap2USE#]
[+

Incoming Label

Pop Operation

Rewrite Data

© 2005 Cisco Systems, Inc. All rights reserved. 29




Network Topology for Examples

Cisco.com

Ixia
Gig 8/1 -8

Ixia
Gig 9/1 -

atm 2/1.100

atm 3/1.100 wodonga

Loopback 27 0.0.83

ringebu
Loopback 27.0.0.563
atm 2/1.100

atm 3/1.100 POS 7/2 POS7/2

POS 9/13 - 16

Portchannel 5
Gig 2/23-24

POS 8/1 Gig 4/20

tromso POS 9/5-8

vrf: vpn-1

POS 3/0-3

POS 5/0 -3

wellington
12000
Loopback 27.0.0.32

Gig 9/12 POS 10/5- 8

POS 8/1 (") Portchannel 5
- Gig 2/23-24

@'@
Gig 910  Gig 5/4 d b POS 10/13 - 16
»

albury vinstra
Loopback 27 0.0.83 Loopback 27.0.0.51

Gig 9/12

Ixia
Gig9/1-8

© 2005 Cisco Systems, Inc. All rights reserved. 30



LER - Push

ﬂ

albury wodonga ringebu
\/ POS 8/1 / N/
N \
7.50.1.0/24 7.50.25.0/24
Label 34
L2 IP SRC IP DST DATA L2 MPLS IP SRC IP DST DATA
Header LEETEAY Label 34
Adjacency Table
al bury#sh ip ro 7.50.25.0 H/W CEF Table J y
Routing entry for 7.50.25.0/24
Known via "ospf 100", distapee O—=wetric 18, type intra area VPN IP FIB Interface Out
Last update from 42.52.1.1 OO: 00: 13 ago ID Label
Rout i ng Descri ptor Bl ocks:
* 42.52.1.1, from27.0.0.53, 00:00:13\ago, via PCS8/1 0 ?gg 25.0/24 —.l POS 811 34
Route netric is 18, traffic share caunt is 1 FEEe

al bury#sh npls forwardi ng-table 7.50.25.0 detat
Local CQutgoing Prefix Byt es tag\gqQut goi ng
tag tag or VC or Tunnel Id sw t ched rtexf ace
61 34 7.50.25.0/ 24 poi nt 2poi nt
MAC/ Encaps=4/8, MRU=9216, Tag
FF030281 00022000
No out put feature configured
Per - packet | oad-sharing

7.50.25.0

Next Hop

al bury#sh m s cef
Codes: Label
I ndex
61019
al bury#sh m s cef

decap -
Prefix
7.50.25.0/ 24

7.50.25.0

Decapsul ation, + - Push
Adj acency
PGB/ 1

det ai |
Codes: M - value entry, A - adjacency index, P -
m - | oad bal anci ng nmodnunber, B -
conp bit O,V1 - Man 1,Cl1 - don't conp bj
RVTSEL - RPF VMl an table selec

mask entry, V - priority bit
D- full don't switch,
VO - VMlan 0,Q0 - don't
RVTEN - RPF Ml an tabl e enabl e,

Format: I PV4_DA - (8 | xtag vpn pi cr recirc tos prefix)

Format: IPV4A_SA - (9 | xtag vpn pi cr recirc prefix)

M 61019 ): E| 1L FFF 00 0O 255. 255. 255. 0

8] 10

V(61019 ): 0000 7.50.25.0 (A

@» ail

0000. 0800. 0000
i ndex: 0x0, |3rwwvld: 1

al bury#sh m's cef adjacency entr
278541 smac:

i I ndex:
i nt u:

50899, bytes: 4745124

al bury#sh vl anAnternal usage

VLAN Usagg

8/ 1

P:1,D:0,m0 ,B:0) !



LSR — Swap

albury wodonga ringebu

|/ POS 8/1 A\ POS 7/2 N\ POS 9/5-8

Gig 9/1  — =4 ' -' -' 171Gé‘?3 2)%/14

vinstra

7.50.1.0/24

Label 51 Label 56
L2 MPLS | IPSRC | IPDST DATA L2 MPLS | IPSRC | IPDST DATA
SEEGETSAY | abel 51 LEECE A Label 56
; Adjacency Table
al bury#sh m's cef 171.68.0.0 H/W CEF Table J y
Codes: decap - Decapsul ation, + - Push Label VPN Label FIB Interface Out
ID Label

Index Prefix Adj acency
132119 171.68.0.0/ 14 P8/ 1

0 51 _.l POS 7/2 56

wodonga#sh npls for di ng-tabl e | abel s 51 detail
i Prefix Bytes tag Qut g0| ng Next Hop

or VC or Tunnel Id
56 27.1.5. 64/ 26 poi nt 2poi nt : ‘ ) .
MAC/ Encaps=4/8, MRU=9216, Tag : wodonga#sh m s cef adjacency entr det ai |

FF030281 00038000 :
No output feature configured i Index: 32799  snac: 00d0. 0Q¢ed. . 0000. 0710. 0000

Per - packet | oad-sharing nt u: i ndex: 0x0, |3rw_vld:
wodonga#sh ms cef npls labels 51
Codes: + - Push label, - - Pop Label g Swap Label
I ndex Local Label i
Label (07]
582 51 56(*) , 0000. 0710. 0000
wodonga#sh m's cef npls |abels 51 detail wodonga#sh vl api nternal usage

Codes: M- nmask entry, V - value entry, A - adjacency index, P - FIB Priority VLAN Usagg
D- FIB Don't short-cut, m- md-num E - ELSP? -~ i "tmm oo gfmmmmmmmmmmmmmes

Format: MPLS - (b | xtag vpn pi cr nctast |abell expl eosl yaH-e2 |&bel 2 exp2 eos2)
V582 ): B| 10 00051 0000 OO(P:O.D:O.mO:E:l)
8 ): F| 1 FFF 0 O 1 FFFFF 0000O 00

c. All rights rese - 32




LSR/LER - Pop

LSR

—

Label 20

L2 MPLS IP SRC IP DST DATA L2 IP SRC IP DST DATA
SCEGESE Label20 Header

Explicit Null

L2 MPLS IP SRC IP DST DATA MPLS IP SRC IP DST DATA
SCEGESE Label20 L CEGE SNl Label

Label 20 Null Label

© 2005 Cisco Systems, Inc. All rights reserved. 33



LSR — PHP Pop (Implicit Null)
ﬂ

albury wodonga ringebu

POS 8/1 m \ / POS 212
Gig 9/1

A<
7.501.0/24 - 7.50.25.0/24

Label 34
] MPLS IP SRC IP DST DATA L2 IP SRC IP DST DATA
LCEGETA Label 34 Header
H/W CEF Table

wodonga#sh npls forwarding-table | abel s 34 detail ?IIDPN IP FIB Interface I(.):l:el
Local CQutgoing Prefix Bytes tag Out goi ng Next Hop
tag tag or VC or Tunnel Id 0 34 POS 7/2 .
34 Pop tag 7.50. 25. 0/ 24 poi nt 2poi nt —Dl

MAC/ Encaps=4/ 4, MRU=9220, Tag Stack{}

FF030281

No out put feature configured

Per - packet | oad-sharing

wodonga#sh m's cef npls |abels 34 wodonga#sh m's cef adjacency entry 81921 dptai |

Codes: + - Push label, - - Pop Label [ - Swap Label : Index: 81921 smac: 00dO. . dmac:  0000. 0710. 0000
I ndex Local Label di ndex: 0x0, I3rwyvld: 1

Label (03] : : % 1000008408
565 34 (-) , 0000. 0710. 0000 : 0, 70, ovr: O
wodonga#sh ms cef npls labels 34 detai ‘ ovr: 0O
exp O ovr: O

Adjacency Table

Codes: M- nmask entry, V - value entry, A - adjacency index, P - FIB Priority
D - FIB Don't short-cut, m- nod-num E - ELSP?

: 10, bytes: 1220
Format: MPLS - (b xtag vpn pi cr nctast |abell expl eo exp2 eos?2)

| :
V(565 ): B | 0] 000 34 0000O0 ,P:0,D:0,mO0 :E 1) ‘ )
M 565 ): F FFF 00 1 FFFFF 000 O n internal usage

Systems, Inc. All rights reserved.



npls I dp explicit-null

LER — Explicit Null

albury wodonga ringebu

POS 8/1 o \ /— POS 7/2 N\
—/IN— Gig 9/1
7.50.25.0/24

7.50.1.0/24 -

Label 34
] MPLS IP SRC IP DST DATA L2 IP SRC IP DST DATA
LCEGETA Label 34 Header
H/W CEF Table

al bury#sh nmpls forwardi ng-table 7.50.25.0 ?IIDPN IP FIB Interface I(.):l:el
Local CQutgoing Prefix Bytes tag CQutgoing Next Hop
VC or Tunnel Id swi t ched interface

. : 0 34 POS 7/2 0
7.50. 25. 0/ 24 0 PC8/ 1 poi nt 2poi nt —.l

Adjacency Table

wodongai#sh m's cef npls |abels 34 wodonga#sh m's cef adjacency entry 32804 dptai |

Codes: + (- Push label, - - Pop Label ~* - Swap Label i Index: 32804 smac: 00dO. . dmac: 0000. 0710. 0000
| ndex Ldcal Label Qut i/f di ndex: 0x0, |3rw vld:

D
0(*) PO7/ 2 , 0000. 0710. 0000

wodonga#sh ms cef npls labels 34 detail

Codes: M- mask entry, V - value entry, A - adjacency index, P - FIB Priori ' - 20
D - FIB Don't short-cut, m- nod-num E - ELSP? :

bytes: 2440

Format: MPLS - (b
V(556 ): B

| xtag vpn pi cr ntast |abell expl eos a2 pel 2 exp2 eos?2) ‘ )
10 000 34 00O00O0 A 32804) ,P:0,D:0,mO0 :E1): n internal usage
M 556 ): F|] 1F i

FF 001 FFFFF 000 O

Systems, Inc. All rights reserved.



LER - Route behind non-MPLS router
ﬂ

wodonga (P/PE)

albury (PE) tromso

POS 8/1 = Glg 912 —J;\ _
POS 7/ ey / —7 1 \— Gig 1/2 27.76.1.0/24
42.52.3.0/24 -
Label 79
L2 MPLS IPSRC | IPDST DATA L2 IPSRC | IPDST DATA
HEEET A Label 79 Header
Adjacency Table

wodonga#sh npls forwarding-table 27.76.1.85 detail

Local CQutgoing Prefix Bytes tag

tag (. VC or Tunnel Id swi t ched
27.76.1.0/ 24 0

Qut goi ng Next
interface

PGB/ 1 poi nt 2

o out put feature configured
| oad-sharing

#sh npls forwarding-table |abels 79 detail
Qut goi ng Prefix Bytes tag
tag or VC or Tunnel Id swi t ched
Unt agged 27.76.1.0/ 24 0

MAC/ Encaps=0/ 0, MRU=9220, Tag Stack{}
No out put feature configured
Per - packet | oad-sharing

Qut goi ng Next
interface

G 9/12

al bury#sh m's cef npls labels 79

*

Codes:
| ndex

+ - Push | abel ,
Local Label
Label (04]
79 (-)

mpl s | abels 79 detail

Pop Label

i/f

Swap Label
Qut
928

G912 0030.

al bury#sh m s cef
Codes: M -
D -
For mat :
V(928

M 928

mask entry, V - value entry, A - adjacency index,
FIB Don't short-cut, m- nmod-num E - ELSP?

(b xtag vpn pi cr ntast |abell expl eosl
1 00079 0000 0 0 (
1FFF 001 FFFFF 0000 00

P -

|
0]
=

c. All rights rese

42.220.

7b4a.

H/W CEF Table

VPN Label FIB
ID

Interface
Hop

Out
Label

0 79

poi nt

_.l POS 7/2

0

al bury#sh m s cef adjacency entry Jet ai |

Hop

I ndex: 311333 dmac: 0030. 7b4
: li ndex: 0x0,

000008408

254.1

940a wodonga#sh ylkan internal usage

FIBAAriority

P:0,D:0,mO0 :E 1)

a. 940a

I13rwvld: 1




Load Balancing and Etherchannel
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L3 Load Balancing
ﬂ

Header Label

Header Label

Header Label

Source + Destination IP
Address is used for

load balancing if underlying

payload is IPv4 and 3 or less

N N N N

Header Label

labels on the stack

Packets with 3 or less labels,

-
N

Header Label

and the underlying packet is
ot IPv4 use the bottom most label

} Packets with 4 labels, the
4% label is used

Header Label

Packets with more than

5 labels, the 5th
label is used for

: l
N N

Header Label

load balance calculation

© 2005 Cisco Systems, Inc. All rights reserved.

MPLS IP SRC IP DST DATA TN
] | ] |
] | ]
MPLS MPLS IP SRC IP DST DATA >_
Label
] | ] |
] | ]
MPLS MPLS MPLS IP SRC IP DST DATA
Label Label -
] | ] |
]
MPLS MPLS MPLS DATA
Label | Label | 2| A il };
] |
]
MPLS MPLS MPLS MPLS IP SRC IP DST DATA
Label Label Label
] |
]
MPLS MPLS MPLS MPLS MPLS IP SRC IP DST DATA
Label Label Label Label
] |
] ‘
MPLS MPLS MPLS MPLS MPLS '/ MPLS IP SRC IP DST DATA
Label Label Label Label Label
] |

38



Etherchannel Load Balancing
ﬂ

MPLS IP SRC IP DST DATA TN
Header Label

-y Sy S Source + Destination IP
MPLS | MPLS [ IPSRC | IPDST DATA >_ Address is used for
el -abs! | Label load balancing if underlying
N payload is IPv4 and 3 or less
MPLS MPLS MPLS | IPSRC | IPDST DATA labels on the stack
Header Label Label Label -

— e — Packets with 3 or less labels,
NI Vs | weLs | mPLS DATA } and the underlying packet is
not IPv4 use the lowest 2 labels

N N N N

MPLS | MPLS | MPLS | MPLS | IPSRC | IPDST DATA Packets with 4 labels, the
Header Label Label Label Label 3rd and 4th label are used

-
N

MPLS MPLS MPLS MPLS MPLS IP SRC IP DST DATA :
Header Label Label Label Label Label Packets with I‘lt'lhOI'e thaﬂ?
5 labels, the 4" and 5

—_—_—_—_!/ labels are used for
L1

MPLS | MPLS | MPLS | MPLS | MPLS MPLS | IPSRC | IPDST DATA .
90| Label | Label | Label § Label | Label Label load balance calculation

: l
N N

al bury(confi g) #port -channel | oad-bal ance npls ?
| abel Use MPLS | abel only
| abel -ip Use MPLS | abel or IP

© 2005 Cisco Systems, Inc. All rights reserved. 39



IP to Label L3 Load Balance
ﬂ

mbuw wodonga ringebu
Posgiy 4 W /
\
Gig O/ e— J pORT 5 —/IN— —/IN— Gig 9/1
7.50.1.0/24 _[:} 7.50.25.0/24
Label 35
L2 IP SRC IP DST DATA L2 MPLS IP SRC IP DST DATA
Header SEEGETA Label 35
Adjacency Table
H/W CEF Table jacency
al bury#sh ip ro 7.50.26.0 VPN IP FIB Interface Out
Routing entry for 7.50.26.0/24 ID Labe
Known via "ospf 100", distance 110, netric 18, type intra area
Last update from42.52.1.1 on PCS8/1, 00:08:40 ago 0 DST POS 8/1 35
Routi ng Descri ptor Bl ocks: 7.50.25.0/24 Pl
* 42.52.1.1, from 27.0.0.53, 00:08:40 ago, via POS8/1 PortChann
Route netric is 18, traffic share count is 1 el5

42.54.1.2, from27.0.0.53, 00:08:40 ago, via Port-channel 5
Route netric is 18, traffic share count is 1

al bury#sh m's cef adjacency entry 213062 det ai |

al bury#sh npls forwarding-table 7.50.26.0
Local Qut goi ng Prefix Bytes tag Qutgoing Next Hop | ndex: 213062 snac: 00dO. 7995. 9400, dlmc: 00d0. 009d. 9000
tag tag or VC or Tunnel Id switched interface nmu: 9234, vlian: 1013, g' ndex: 0x0, I3rw vld:
62 35 7.50. 26. 0/ 24 0 PCB/ 1 poi nt 2poi nt format: MALS, flags: 0x8418

35 7.50. 26. 0/ 24 0 Po5 42.54.1.2 | abel 0: 0, exp: 0, ovr: 0
al bury#sh ml's cef 7.50.26.0 detail : l'abel 1: 0, exp: 0, ovr: O

| abel 2: 35, exp: 0, ovr: O

Codes: M- mask entry, V - value entry, A - adjacency index, P - priority bit op: PUSH LABEL2

D- full don't switch, m- load bal anci ng nodnunber, B - BGP Bucket sel packets: 0, bytes: 0

VO - Mlan 0, - don't conp bit O,V1 - Man 1,Cl1 - don't conp bit 1 . . .

RVTEN - RPF Vl an table enable, RVISEL - RPF MVl an table select i albury#sh nis cef adjacency entry 213063 detail
Format: |IPV4A_DA - (8 | xtag vpn pi cr recirc tos prefix)
Format: |PV4_SA - (9 | xtag vpn pi cr recirc prefix) I ndex: 213063 snac: 00dO0. 7995. 9400, dnpc: 0000. 0800. 0000
'\/(85817 ): E 1 FFF 0000 255. 255. 255. 0 mu: 9234, vlan: 1168, di ndex: 0xO, |3I'W_V| d:

8

| H " - . .
V(85817 ): 8] 10 0000 7.50.26.0 (A:213062 ,P:1,D:0,m1 ,B:0) ! format: MPLS, flags: 0x8418
| abel 0: 0, exp: 0, ovr: O

| abel 1: 0, exp: 0, ovr: O
| abel 2: 35, exp: 0, ovr: O
op: PUSH _LABEL2

packets: 0, bytes: O

c. Alltights rese ' 40



Label to Label Load Balance
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIl'lIIIIIIIIIIIIIIIIIIIIIEﬁE’!:’E!:!::IIIIIIIIIIII

albury vinstra ringebu wodonga
— ju— POS 10/5-8
4= Gig = POS 7/2

T\ —> .
Gig 9/1 IN= — Gig 9/4

N/ |/

: /N /Ne

g ﬁ — —
L2 MPLS IP SRC IP DST DATA ] MPLS IP SRC IP DST DATA

LCEGEA Label 88 LCEGE S Label 429

H/W CEF Table Adjacency Table
al bury#sh ip ro 7.50.12.0 VPN IP FIB Interface Out
Routing entry for 7.50.12.0/24 D Label

Known via "ospf 100", distance 110, netric 88, type intra area
Last update from 42.55.200.2 on G gabitEt hernet9/10, 00:08:42 ago 0 DST POS 8/1 35
C 7.50.25.0/24
al bury#sh npl's forwarding-table 7.50.12.0 I PortChan §

Local CQutgoing Prefix Bytes tag CQutgoing Next Hop

tag tag or VC or Tunnel Id swi t ched interface

89 88 7.50.12.0/ 24 0 G 9/10 42.55. 200. 2

vinstra#sh npls forwardi ng-table | abels 88

Local Qutgoing Prefix Bytes tag CQutgoing Next

tag tag or VC or Tunnel Id swi t ched interface

88 429 7.50.12.0/ 24 1620 POLO/ 5 poi nt 2poi nt . . . .
429 7.50. 12. 0/ 24 0 POLO/ 6 poi nt 2poi nt | abel 2: 429, exp: 0, ovr: O

429 750120724 0 POLOZT poi nt 2poi nt vinstra#sh ms 221:‘ SSF;?SEE;ASEL_% 32804 det ai l
429 7.50.12.0/.24 1620 POLO/S poi nt 2poi nt ©  Index: 32804 smmc: 0007.4fa6.bd40, dmac: 0000.0a40. 0000

Hop vinstra#sh nls cef adjacency entry 32803 detail
H | ndex: 32803 smac: 0007. 4f a6. bd40, dnmc: 0000. 0a40. 0000

vinstra#sh nms cef npls |abels 88

. I'éb.elz: 429, exp: 0, ovr: O
Codes: + - Push label, - - Pop Label * - Swap Label : ; '
I ndex Local Label Qut i/f op: REPLACE_LABEL2

Label o) vinstra#sh nls cef adjacency entry 32805 detail
32805 smac: 0007. 4f a6. bd40, dnmc: 0000. 0a50. 0000

118 88 429(*) POLO/ 5 0000. 0a40. 0000 . I ndex:

429(*) POLO/ 6 , 0000. 0a50. 0000 | abel 2. 429 0 0
429(*) POLO/ 7 , 0000. 0a60. 0000 a-)eREbLACE'L:E?EpLz » ovre
vinstra#sh nls 08?22}(;)5 | abel s 88 det ai | POLO/ 8 » 0000. 0a70. 0000 vinstra#sh nms (c)gf adj acency entry 32806 detai l
Codes: M- mesk entry, V - value entry, A - adjacency index, P - FIB Priority | ndex: 32806 smac: 0007. 47 a6. bd40, dmac: 0000. 0a60. 0000
D - FIB Don't short-cut, m- nod-num E - ELSP?
Format: MPLS - xtag vpn pi cr nctast |abell expl eosl valid2 | abel 2 exp2 eos2) .
000 88 0000 00 (A32803 ,P:0,D0,m4 E1)i op:
OO01FFFFF 0000O 00

I'a'b.eIZ: 429, exp: 0, ovr: O
REPLACE_LABEL2

4



RFC2547 VPN Forwarding
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MPLS LER VPN

Customer-A
Site-1

<

eBGPI/IGP r¢

exchanged with SP

SP

MPiBGP to exchange VPN routes

>

»

l

butes

l

Site 1

==

»
>

-G

A

L

eBGPI/IGH

exchange
dl
»

P routes
] with SP

MPLS Core \@3'_

L

Customer-A
Site-2

&7 site2

CE-
A PE-B, \/\_/\/PE-BZ CE-A,
L2 IPSRC | IPDST DATA SPIGP
BGP Label
T for VPN
MPLS MPLS IPSRC | IPDST DATA
Header Label Label

© 2005 Cisco Systems, Inc. All rights reserved.
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MPLS/VPN: IP to TAG Packets —‘&a/—

MPLS Core

FIB/MPLS/VRF TCAM

L00kup DeSt | m) | ’ Label Label
Address in @ Dest n, VPN 256 L G v I R 5 S
correct 7 | exp4 | expd

Rewrite Data

VPN
VLAN/VPN Table . MPLS VPN Table

PFC3B generates a
result containing

The VPN for - "

e © e e
is retrieved. - . : abels nee

: s MPLS/VPN packet.

# /cho’ cos->psce : P

VLAN is used to - o 2 y The exp bits are

index into mapped from the
VLAN/VPN Table internal DSCP

VLAN is stored in
DBUS Header

MPLS/VPN IP 2Pl VPN CAM
Packet is passed
to PFC3 for

switching
decision @

© 2005 Cisco Systems, Inc. All rights reserved. 44




Examining Hardware Imposition Labels

Dest Prefix

—
isp-r=spP203E#sh mls cef wrf test
Codes: decap - Decapsulation, + - Push Label
Index FPrefix Adjacency
55 0.0.0.0/32 receiwve
o7 255,255,255, 255/32 receiwve
a3 S5.0.0.1/32 receive
=1 S5.0.0.0/32 receiwve
a5 55,255,255, 255/3532 receive
J201 224.0.0.0/24 receiwve
1544 S5.0,.0.0/55 PO241, o000, ozZ00. 0000
15344 95.0.0.0/8 GEl /4, 4115 (+) 16 (+)
13441z 785 0. 0. 08 GELl/d, A117 {4+ 160+
134413 | 31.0.0.0/8 GEl /4, Al1a(+) 16 (+)
134414 29.0,0.0/6 GE R4, 4115 (+)
1534415 125.0.0.055 FPOZRL - aooo. oz0
134416 126.0.0.058 PoOz/ aooo.ozo0.
izp-r=p7203 #I _:J

© 2005 Cisco Systems, Inc. All rights reserved.
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MPLS Core

MPLS/VPN: TAG to TAG Packets

g — FIB/MPLS/VRF TCAM
OOKUp IS abe Label | Label
based on the Label 16, VPNO ’r PB4 31.1967 33)1(p7

top label in the Rewrite Data
VLANI/VPN Table

MPLS Header. . MPLS VPN Table

The Result could
be a “swap” label.
The rewrite could

VPN# is also “push”

e R VLAN 1028 VPN 0 another Tier of
labels such as in

Exp bits are ycho EXP-> DSCP Carrier Serving

copied to Carrier (CsC). The

internal DSCP IGP label may also

be “popped”
leaving the VPN

I I i
N No Match! abel exposed
aggregate label sannnnn P

so no entry is

found in the uperman

VPN_CAM

MPLS/VPN Packet VPN CAM

Label Label

4116

exp 7 exp 7
is received with

IGP & VPN Labels @_
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MPLS/VPN: TAG to IP Packets WPLs Core
Case: Aggregate Label

FIB/MPLS/VRF TCAM
Dest z, VPN 258

- |2 rlely
@/ IR
Rewrite Data

Lookup the Dest
Prefix in the
appropriate VPN VLANIVPN Table " MPLS VPN Table
derived from the
MPLS VPN Table.

MPLS QoS 4‘ he index from the
VPN CAM is used to
reference into the
MPLS VPN Table
Tycho: cos-> DSCP This can be used to
o 32 <« | alter the QoS Value.

The IPP has been
copied into the
Internal DSCP not

Match Exists the EXP bits.

Label 21, VPN 258

e MPLS label is
removed and an IP
Header is passed to

VPN CAM Tycho. The VPN ID is
retrieved.

A label lookup is
done into the VPN 9

CAM

Superman

|2 Flel Label21
IPPM EXP

MPLS/VPN Packet
is received with

top Agg Label. @
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Looking at the Superman VPN CAM

__

15p-rap7il3b#remote command switch sh nls wpn-can 0 Jll«— SP Command

TYCHO Sindex VPN RAM: Dwmping entries 0 -»> 51l
Eey: * => Zet, - =: Clear

Index MPL3 Label VPN CO3
=====+============+====== ===== Aggregate VRF Labels

1 247 I
2 VPN ID

1sp-rapla03b4#
isp—rsp?EDSE#l

B

© 2005 Cisco Systems, Inc. All rights reserved.
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MPLS/VPN TAG to IP Packets

Case: Aggregate Labels above 512 VRFs

FIB/MPLS/VRF TCAM
I el BRIl *__| Label 70, VPN 0 Dest x, VPN 5

IR vian 1200 o

VLAN/VPN Table

4. The Adjacency MPLS VPN Table

found is a
recirculation
adjacency. The

L
o
u
N
v

‘_VLAN1200VPN5 LT N

o | Pk

| rlelf

Rewrite Data

7. IP Rewrite is
calculated for
next hop for the
destination Prefix

VPN label is = " VLAN 100, VPN 0 in VPN 5.
pobpec  —)
5. Packet is . Srchol

Exp -> DSCP Cos ->DSCP

= VLAN Mapping
4L returns VPN ID

circulated on
reserved vian

1200. Pass 1 Recirc
.5
il No Match!
S % Y A 2. The VPN_CAM
O ’ Superman has filled all 512
g slots available for
4
4 1. MPLS = 'l¢| s |Label 70 Lookups. The label
o Header JJTPPJ_JM could not be
. contains Agg (AR VN programmed.
5 VPN Label
’”'.'.' /
4, 44 4y . '6)
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Simplifying the recirculation path (Referenceg

Ferman ASIC Tables Tycho ASIC Tables
VPN CAM VLAN / VPN H/W CEF Table | ?djacengy '[able
VPN | IPv4/MPLS/IP 4 ralia
- [VPN VLAN VPN D 6 I\:IIB v Information
< 100 0 —1° e g VLAN 1200 | L2, POP
MiSS 5 DST A Label
— o 1200 5
| Gig 2/2 L2
Ferman ASIC Tables Tycho ASIC Tables
VPN CAM VLAN / VPN H/W CEF Table Adjacency Table
TR RV =l o |erm | ™ iformatior
7 100 0 0 70
i VLAN 1200 | L2, POP
>_ Mllss > | p{ 1200 4 ] 5 DST A =P Label
Gig 2/2 L2
Gig 2/1 N/ Gig 2/2

e [ N '_>

() MPLS | IPSRC | IP DST DATA L2 IPSRC | IPDST DATA
LCEGE A Label 70 B A Header B A

© 2005 Cisco Systems, Inc. All rightWNacLabel 50




MPLS/VPN: TAG to IP Packets - Recirculation

Example: Exp NULL + VPN Label Double Recirculation
ﬂ

FIB/MPLS/VRF TCAM
Exp Null, VPN 0

The lookup will yield
a recirculation adj
entry which causes
the EXP Label to be
Popped for VPN
recirculation.

| ple] | Label 4 ol
PP Rl VIan xx

s )

10

VLAN/VPN Table . MPLS VPN Table

The packet will 'VLAN 1032, VPN 0
be ciI?'cuIated e Retrieve the VPN ID
back to for this interface.
Superman on _Copy exp bits to
reserved VLAN - internal DSCP
and reprocessed : EXP->DSCP
as Tag to IP 24 ]
packet.
:' Explicit NULL labels
Ny No Match! are not in the VPN
« D CLLEERRRY CAM.
~'~l
~'~l
N MPLS Header
v contains VPN > Hy
. Explicit NULL =
£y Label. | Since Label is Aggregate

with a full VPN CAM, Recirc
again. See previous slides
for details how this works. 51

y
".'.' <1 ~'~'
4 {6)
Tdduaaaaaaa5rfaalaa
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Ingress RFC2457 VPN

H/W CEF Table Adjacency Table
VPN IP FIB Interface Out
ID Label
1 DST S POS 8/1 23,68
7.50.31.0/24
PortChan5

ﬂ

albury ringebu
Gig 97 / /— |
vrf vpn-1 /IN_ /IN_ Gig 8/7
7.50.7.0/24 vrf vpn-1
7.50.31.0/24
L2 IP SRC IPDST DATA L2 MPLS MPLS IP SRC IP DST DATA
Header SEEGETA L abel 23 | Label 68

al bury#sh ip ro vrf vpn-1 7.50.31.0
Routing entry for 7.50.31.0/24
Known via "bgp 56001", distance 200, netric 0, type internal
Last update from 27.0.0.53 00: 04: 28 ago
Routi ng Descri ptor Bl ocks:
* 27.0.0.53 (Default-1P-Routing-Table), from27.0.0.53, 00:04: 28 ago
Route netric is O, traffic share count is 1
AS Hops 0O
al bury#sh ip bgp vpnv4 vrf vpn-1 | abels
Net wor k Next Hop I'n | abel/CQut | abel
Rout e Di stinguisher: 56001:1 (vpn-1)

1.0.81.1/32
1.80.0.1/32
7.50.15.0/ 24
7.50.31.0/ 24

27.0.0.53
0.0.0.0

27.0.0.83
27.0.0.53

nol abel / 169

Per VRF Aggregate Tag: 66/ aggregate(vpn-1)
nol abel / 74

nol abel / 68

al bury#sh ms cef vrf vpn-1 7.50.31.0

Codes: decap - Decapsul ation, + - Push Label

I ndex Prefix Adj acency

87328 7.50.31.0/24 Po5 68(+),23(+) (Hash: 0001)
P8/ 1 68(+), 23(+) (Hash: 0002)

al bury#sh ms cef vrf vpn-1 7.50.31.0 detail

Codes: M- mesk entry, V - value entry, A - adjacency index, P - priority bit

D - full don't switch, m- |oad bal anci ng nodnunber, B - BGP Bucket sel

VO - VMlan 0, - don't conp bit O0,V1 - Man 1,ClL - don't conp bhit 1
RVTEN - RPF MVl an table enable, RVISEL - RPF VIl an table select
Format: I PV4_DA - (8 | xtag vpn pi cr recirc tos prefix)
Format: IPV4A_SA - (9 | xtag vpn pi cr recirc prefix)
M87328 ): E| 1LFFF 000 O 255. 255. 255. 0
V(87328 ): 8] 1256 0000 7.50.31.0

(A 230008 ,P:1,D:0,m1 ,B:0 )

al bury#sh npls forwarding-table 27.0.0.53

tag tag or VC or Tunnel Id
i 40 23

! Index: 230008

. | ndex: 230009

Local Qutgoing Prefix Bytes tag Qutgoing Next Hop
swi t ched interface
117005630 PGB/ 1

32133 Po5

27.0.0.53/32
23 27.0.0.53/32

poi nt 2poi nt
42.54.1.2

al bury#sh m's cef adjacency entry 230008 detail

smac: 00d0. 7995. 9400, dmac: 00d0. 009d. 9000
mu: 9234, vlan: 1014, dindex: 0x0, |3rwyvlid: 1
format: MPLS, flags: 0x8418

| abel 0: 0, exp: 0, ovr: O

| abel 1: 68, exp: 0, ovr: O

| abel 2: 23, exp: 0, ovr: O

op: PUSH LABEL2_LABEL1

packets: 0, bytes: O

al bury#sh ms cef adjacency entry 230009 detail

snmac: 00d0. 7995. 9400, dnac: 0000. 0800. 0000

mu: 9234, vlan: 1019, dindex: 0x0, |3rwyvld: 1
format: MPLS, flags: 0x8418

| abel 0: 0, exp: O, ovr: O

| abel 1: 68, exp: 0, ovr: O

| abel 2: 23, exp: 0, ovr: O

op: PUSH LABEL2_ LABEL1

packets: 0, bytes: O

N



Egress RFC2457 VPN

Non-Aggregate Label Per Prefix Label
ﬂ

ringebu
vrf vpn-1
atm 2/1.100

— l% 2 o vrf vpn-1
/IN_ ’_;.%ﬁ\’ 1.81.0.1
L2 IP SRC IP DST DATA
Header

MPLS IP SRC IP DST DATA
Label 68

L2
Header

ri ngebu#sh npls forwardi ng-table | abels 39

Local Qutgoing Prefix Bytes tag CQutgoing Next Hop
tag tag or VC or Tunnel Id swi t ched interface

39 Unt agged 1.81.0.1/32[ V] 1948 AT2/1.100 point 2poi nt

ri ngebu#sh ms cef npls |abels 39

Codes: + - Push label, - - Pop Label - Swap Label If outbound IP features are configured on

FndexLoeal La'ie' Qut i/f the PE the packets will need to get re-circulated

2001 39 ) AT2/1. 100 , 0000. 0200. 0003 for the feature to be applied. The same
mechanism is used for a miss in the VPN CAM

ringebu#sh ms cef npls labels 39 detail .. . . .
’ P and this is shown in an upcoming slide.

Codes: M- mask entry, V - value entry, A - adjacency index, P - FIB Priority
D - FIB Don't short-cut, m- nod-num E - ELSP?

Format: MPLS - (b | xtag vpn pi cr ntast |abell expl eosl valid2 | abel 2 exp2 eos?2)
V(2001 ): B] 10 000 39 0000O0 0 0 (A 409607 ,P:0,D:0,mO : E 1)
F

M 2001 ): | 1LFFF 00 1 FFFFF 00 0 O 00
ringebu#sh ms cef adjacency entry 409607 det ai

| ndex: 409607 snac: 0005.9a3b. 7240, dnac: 0000. 0200. 0003
ntu: 4488, vlan: 1330, dindex: 0x0, |3rwuvld: 1
format: MPLS, flags: 0x1000008408
| abel 0: 0, exp: O, ovr: O
| abel 1: 0, exp: O, ovr: O
| abel 2: 0, exp: 0, ovr: O
op: POP
packets: 18, bytes: 2236
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ﬂ

Gig 8/7
ringebu  7.50.31.0/24 D
P

vrf: vpn-1
7.50.31.5
.............................. Vrf: Vpn'1
..................... 7.50.31.1
L2 MPLS | IPSRC | IPDST DATA L2 IPSRC | IPDST DATA
SCEGE S Label 68 B A Header B A
L2 ASIC Tables L3/L4 ASIC Tables
VPN CAM VLAN / VPN CEF Table Adjacency Table
VLAN | VPN VPN | IPva/MPLS/IP Intf Rewrite
Label VPN D v6 FIB Information
68 257 e - 257 7.50.31.5/32 Gig 8/7 | L2
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VPN Egress Aggregate Label in VPN CAM (cont.

ri ngebu#sh npls forwardi ng-table | abels 68 Rsvd VI an
Local CQutgoing Prefix Bytes tag CQutgoing
tag tag or VC or Tunnel Id swi t ched interface

68 Aggr egat e vrf:vpn-1 4288

Next Hop

ri ngebu#sh ms cef npls |abels 68

Codes: + -
| ndex

Push | abel, - -
Local Labe
Label (7]

Pop Label * -
Qut i/f

Swap Label

ri ngebu#sh npl s platform vpn-vl an- mappi ng

inc VPN#| 257
Has agg | abel In supernan
Yes Yes

I DB Created Feature EoM dat a

Yes

Table id || HWtable id

ringebu# sh ip ro vrf vpn-1 7.
Routing entry for 7.50.31.0/24
Known via "connected", distance 0, netri
Redi stributing via bgp 56001
Advertised by bgp 56001
Rout i ng Descriptor Bl ocks
* directly connected, via G gabitEthernet8/7
Route netric is 0, traffic share count is 1

connected, via interface

ri ngebu#sh ip cef vrf vpn-1 7.50.31.5
7.50.31.5/32, version 37, epoch 0, connected
0 packets, O bytes
via 7.50.31.5, GgabitEthernet8/ 7, 0 dependen
next hop 7.50.31.5, G gabitEthernet8/7
val id cached adjacency

cached 4ddj acency 7.50.31.5

ri ngebu#sh ms cef vrf vpn-1 7.50.31.5

Codes: decap - Decapsul ation
I ndex Prefix Ad]
2338  7.50.31.5/32

Codes: M- mask entry, V - value entry
D - full don't swtch
VO - Mlan 0, - don't co

adj acency index, P -
bal anci ng nmodnunber, B - BGP Bucket se
O,Vl - Mlan 1,Cl - don't conp bit 1
RVTEN - RPF VI an table ewxdble, RVISEL - RPF VIl an table sel ect
| PV4_DA - i cr recirc tos prefix)
| PV4_SA t n pi cr recirc prefix)
255. 255. 255. 255
7.50.31.5

priority bit

For mat
For mat
M 2338

V(2338 (A 229421 ,P:1,D:0,mO ,B:0

Aggregate label does not get installed into
the L3/L4 ASIC FIB when it is installed into
the L2 ASIC VPN CAM. The L2 ASIC removes
the Aggregate label and passes just the IPv4
packet to the L3/L4 ASIC. The L3/L4 ASIC
handles the packet as an IP packet. The
L3/L4 ASIC performs all L3/L4 features like
ACLs and Policing.




LER (PE) VPN Egress Aggregate Label not in VPN

CAM, IP Egress Feature on Per Prefix Label
ﬂ

ringebu
vrf vpn-1

AN/ atm 2/1.100
N vrf vpn-1
/N ’_;@ 1.81.0.1
Output ACL
L2 MPLS IPSRC | IPDST DATA L2 IPSRC | IPDST DATA
LCEL A Label 163 Header

L2 ASIC Tables L3/L4 ASIC Tables
VPN CAM VLAN / VPN H/W CEF Table Adjacency Table
VPN | IPV4/MPLS/IP Intf Rewrite
ool VPN VLAN VPN D v6 FIB Information
S pre VLAN 1349 ||:2,b PIOP
ﬁ abel, o —
I\ﬁiss» > 1339 0 _> Recirc
— —— 1200 5 5 DSTA ATM L2
| 2/1.100
Superman ASIC Tables Tycho ASIC Tables
VPN CAM VLAN / VPN H/W CEF Table Adjacency Table
VLAN VPN VPN IPv4/MPLS/IP Intf Rewrite
Label VPN ID v6 FIB Information
p” 100 0 0 70 VLAN 1349 | L2, POP
. Label
>_ Mlss < > 1349 L ﬁ 1 1.80.0.1 ATM L2
| =p{ 2/1.100
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ﬂ

ri ngebu#sh npls forwardi ng-table | abels 163 detail

Local CQutgoing Prefix Bytes tag CQutgoing Next Hop

tag tag or VC or Tunnel Id swi t ched interface

163 Unt agged 1.81.0.1/32[ V] 540 AT2/ 1.100 poi nt 2poi nt I ndex: 409606 : . 066 : 0005. 9a3b. 7240
MAC/ Encaps=0/ 0, MRU=4474, Tag Stack{} : : )J? © OX7FFA, |3rwwvld: 1
VPN route: vpn-1 -
No out put feature configured

Per - packet | oad-sharing
0, exp: O,

ri ngebu#sh ms cef npls labels 163 op: POP
Codes: + - Push label, - - Pop Label * - Swap Label packets: 3, bytes:
I ndex Local Label Qut i/f

133558 l (-q)O

dex: 98304 smac: :
mu: 4488, i Y I13rwvld: 1
format: F 0x2000208408
rngebu#sh ms cef npls labels 163 detail del ta_seq: delta_ack: O
Codes: M- mesk entry, V - value entry, A - adjacency index, 2 packet s: bytes: 0
D - FIB Don't short-cut, m- nod-num E - ELSP?
Format: MPLS - (b | xtag vpn pi cr ntast |abell expl eosl yaft#2 | abel 2 exp2 eos?2)
V(133558 ): B| 10 000 163 0000O0 OO'
M 133558 ): F| 1 FFF 00 1 FFFFF 00 0 O o0

ringebu#sh ms cef vrf vpn-1 1.81.0.1 i i . ucast: 3 pkt, 570 bytes - ntast: 0 pkt,
Codes: decap - Decapsul ation, + - i . ucast: 3 pkt, 582 bytes ntast: 0 pkt,
Index Prefix Adj acency

2107 1.81.0.1/32 AT2/ X 0000. 0200. 0003

ri ngebu#sh ms cef vrf vpn-1 1.81.0.1 detail
Codes: M- mesk entry, V - value entry, A - adjacency index, P - priority b
D - full don't switch, m- |oad bal anci ng nodnunber, B - BGP Buckeg
Vlan 0,00 - don't conp bit O,Vl1 - Man 1,Cl - don't conp bi
RVTEN - RPF VI an table enable, RVISEL - RPF Vlan table selec
Format: |IPV4A_DA - (8 | xtag vpn pi cr recirc tos prefix)
Format: IPV4_SA - (9 | xtag vpn pi cr recirc prefix)
M2107 ): E| 1 0000 255.25
3 . o

| .
V(2107 ): | o—T.81.0. P:1,D:0,m0 ,B:0)
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