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Attekintés

Bevezetes

Netflow v?— attekintés
Netflow Cisco kornyezetben
Netflow kollektorok

NFSen
— Attekintés
— Anomalia detekcid
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| Motivaciok
1 G+ link

— konnyen kitolthetod, nagyon draga vonalak, teljes

monitorozas keérdése
Erosodo felhordo halozatok

— (klasszikus kliens szerver viszony megsziinese,
felhasznalo1 szabalyzat gyors elavuldsa

Atlathatatlan forgalom

— titkositasok, gyorsan feltlino €s elavulo nem

dokumentalt alkalmazasok

Penzért, komolyan dolgozo alvilag, jogvedd

szervezetek
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Mit tegyunk?

Forgalom monitorozasa (tcpdump, forgalom

szetbontasa)

Forgalom szigoru szurése (proxy, tlzfal stb.)

Részletes log gyujtes

Szigoru felhasznalo1 szabalyzatok készitese

Netflow — Cisco megoldas
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Mi az a Netflow?

GUI alapu
lekérdezés

NetFlow export

NetFlow
Collector Engine
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A “flowk”

* A flowk valamilyen tulajdonsag alapjan
aggregalt csomagokrol kapott informaciok.

e A flowk keletkezése:

1. A Cisco routerek routing tablat épitenek fel a
csomagok 1ranyitasanak megkonnyitésére.

2. A flowk exportalasa

Netflow — Kiss Gabor Kiss, Mohdcsi Janos



Flow tartalom
A flowkban tarolt 7 alap informacio:

* Forras ¢s c¢l IP cimek

* Forras ¢€s cel port szamok

[P protokoll

* Type of Service

* Ingres interf€sz szam

+ Egyebek

Flow mindig egyiranyu!

Csak beerkezo forgalom! - transit €s cel 1s!

Netflow — Kiss Gabor Kiss, Mohdcsi Janos



Netflow v5

A flowk tartalma verziotol is fugg:
* Netflow V5

— byte és csomag szam
— kezdete és vége

— Kimeno interfesz

— TCP flagek aggregalva

* AS szamok(origin,peer), alhaldo maszk, next
hop

* Tulajdonkeppen kevesebb is és tobb is,
mint egy header



Netflow v5 /2

- -_
Time
of Day Application
- lp—
Port
Utilization Routing
and
~ Peering
| -
Blue - key field

Black — value field
Red - lookup field



Egyeb Netflow valtozatok...

Netflow valtozat

L eiras

1

Eredeti

5

Leggyakoribb

6500 specifikus, mint a v5
de nincsen AS, Interface,
TOS és TCP flag

oo~

Aggregacios semak

Flexibilis NetFlow, MPLS,
Multicast, IPv6 stb

tamogatas




NetFlow v9 és IPv6 tamogatas

— &

IPv6 enabled Core

NetFlow

for IPv6

Enabled

Device
- -
Source Address NetFlow *
[S)estinat;on Address Export
ource Port
Destination Port Packets
Layer 3 Protocol Type (IPv4, UDP) = _
E\iﬁrLogical Interface / T Applications:
BGP next hop TOS Data - 7 « Performance
MPLS label Records :
MPLS label type (LDP, BGP, * Security
VPN, ATOM, TE Tunnel MID-PT) NetFlow « Billing
Collector

(various)



NetFlow Version 9

Packet

Packet Option

Header FlowSet FlowSet FlowSet

Template Definition ( FlowSet)

ID=0 Length Template

Definition

Flow Records ( FlowSet) Record
Field #1

TplID  Length Record Record Record
Field #2

Field #3



NetFlow Version 9
Pelda Template Definition

Template A Template B
Flow Set ID (0 for Template) Flow Set ID (0 for Template)
Length of Template Length of Template
Structure Structure
1001 1002
(Template ID) (Template ID)

3 4
(# of Fields) (# of Fields)

SRC_AS_NUMBER SRC _IP_PREFIX
2 4
DST_AS NUMBER SRC_AS NUMBER
2 2
L4 PROTOCOL PACKET COUNT
2 2
BYTE_COUNT

2



Pelda Exportalt csomag

El6zo

_ _ Template ID Template
Slide szerint

B-hez; lasd el6z0 slide

/“ﬂ1 2.2.1.1

m 20 64 < 1001 35
Packet § 1002, g
eaderg Records) 365 20 E, 700
92894 1000 23
| 1 1

Recbrd1 RecI:ord 2 | | |
l

| | I
Data for Template B Data for Template A




IPFIX vs NetFlow v9 és IPv6

IETF IPFIX WG -IPFIX

— Majdnem Netflow v9 + tovabbi flexibilitas
— SCTP az els6dleges transzport

— Privacy
— Sampling
Cisco

— Netflow IPv6 tamogatas Cisco I0S 12.3(7)T utan

* Netflow v9-al kompatibilis
* [Pv4 transzport az netflow expor
* Netflow adatgytijtok

— Nerdd, Flowd, NFSen
— IPFIX tamogatas: Flexible Netflow t

Flow Monitor

Flow Record
= Key and MNon-key Fields Definitions

Cache Characteristics

« Size, Timeouts
« Sample Rate

| Exporter

| = Export Destination _
| = Transport Protocol I
| =Export Format |

Netflow — Kiss Gabor Kiss, Mohdcsi Janos




Flow tamogatas a Cisco-nal

Tamogatott kis routereken:
— 300, 1700, 2600, 3600, 3700

Switchek:

— 4500

Routerek, NAS-ok:

— 7200, 7300, 7500, 5300, GSR

Switching router
— 6500/7600

Netflow — Kiss Gabor Kiss, Mohdcsi Janos



Flow Cisco 7200-on
* Subinterface (12.2(14)S vagy 12.2(15)T utan)

c72. nyhaza(config-subif)#i p fl ow i ngress
c72.nyhaza(confi g-subif)#

e Main interface:

c72. nyhaza(config-if)#i p route-cache flow
c72.nyhaza(config-if)#

* Export:
Router(config)# ip flow export destination 10.10.10.10 9996
Router(config)# ip fl ow export version 5

Router(config)# ip fl ow export source | oopback 0

Netflow — Kiss Gabor Kiss, Mohdcsi Janos




Flow Cisco 6500/7600-on

* sup720-on nem lehet interfészenkent
konfigurdlni a netflow-t - majd a 12. 2(33)SRB‘7

valtozatban
» Konfiguracio: i
ms flowip full |
ms flowipvé full = N

m s nde sender v5

« 12.2(18)SXE-t6l kezdve képes a MSFC/SP exportalni -
el6tte az MSFC/RP masolgatja és exportalja

« 12.2(18)SXF eldtt csak vd utanna v9 export is lehetseges
« 12.2SRB? - interfészenként szabalyozhato az export.

Netflow — Kiss Gabor Kiss, Mohdcsi Janos



Flow Cisco 6500/7600-on/2

* Definialni kell a flowmask-ot:
— Source: Source IP Address
— Destination: Destination |IP Address

— Source and Destination: Source and Destination IP
Address

— Interface Source and Destination: Source and
Destination IP Address + Input Interface

— Full; Source and Destination IP Address + Protocol
optional TCP/UDP Port Numbers

— Interface Full: Source and Destination IP Address +
Protocol optional TCP/UDP Port Numbers + Input

Netflow — Kiss Gabor Kiss, Mohdcsi Janos



Flow Cisco 6500/7600-on/3

 DFC-k segitenek a netflow adatok

gyljteseben
Hybrid Native 12.1E Native 12.25X
MSFCx Vo v5 vh, v8*
Supila V7, v8 v7 N/A
Sup2 V7, v8 v, v7 v5, v7, v8
Sup720 vh, v7, v8 vh, v7 v, v7, v8

“No NetFlow Support on MSFC with Supia

Netflow — Kiss Gabor Kiss, Mohdcsi Janos



Netflow Cisco 4500-on

* NetFlow tamogatas Sup4-en

— 12.1(13)EW tamogatja Netflow v5-0t interface
tracking nélkiil

— 12.1(19)EW tamogatja Netflow v5-0t interface
trackingel €s Netflow v8-at

* NetFlow tamogatas Sup3-0n
— 12.2(18)EW tamogatja Netflow v5-0t €s v8-at

Netflow — Kiss Gabor Kiss, Mohdcsi Janos



Netflow Cisco GSR-en

Engine Full Sampled
0 + +
1 + +
2 - +
3 - +
4 - _
4+ - +

Netflow — Kiss Gabor Kiss, Mohdcsi Janos




Flow a routeren

c72.nyhaza#show i p cache fl ow

| P Fl ow Swi t chi ng Cache, 4456704 bytes
9191 active, 56345 inactive, 1324473901 added
864718286 ager polls, O flow alloc failures
Active flows tineout in 30 m nutes
I nactive flows tineout in 15 seconds
| P Sub Fl ow Cache, 532616 bytes
9191 active, 23577 inactive, 1324474286 added, 1324473901 added to fl ow
O alloc failures, O force free
2 chunks, 35 chunks added

| ast clearing of statistics never

Srclf Sr cl Paddr ess Dstl f Dst | Paddr ess Pr SrcP DstP
Pkt s

G 0/ 0. 200 12.219.237.164 G 0/0.10 193. 224. 106.47 06 1C6D 3ECS
5

G 0/ 0. 200 195. 228. 240. 145 G 0/0. 10 193. 224. 106. 45 06 0050 EE3B
1

G 0/0. 10 193. 224.106.44 G 0/ 0. 200 10. 7. 190. 161 06 94A4 01BD

1



Flow Cache és Export

A Cache

* Véges meretl (64-256k)

* 15 s inaktiv, 30 m aktiv, SYN v. FIN,
megtelt cache a flow elevuleséet okozza

Az exportalas

» Aggregalas(tobb szempont alapjan) —
lehet, hogy mas netflow formatumot kell
hasznalni....

« Sampling (veletlen, meghatarozott;
kevesebb eroforras, de adatvesztés)



Netflow sampling

Deterministic Sampled NetFlow: Sampling 1 out of 8 Packets

EEEEEEEE EEEEEEE.

NetFlow Always Chooses LE’

8th Packet for Export NetFlow Always Chooses

8" Packet for Export
Export Flow

Random Sampled NetFlow: Sampling 1 out of 8 Packets

--------|--}---——'
NetFlow Randum &7 “NetFlow Randomly Chooses

5th Packet for Export - 2" Packet for Export
Export Flow



Flow exportalas konfiguracio

i p fl ow export destination <address> <port>

*pl. ip flow-export destination 10.0.0.1 65001
i p fl ow export source <interface>

Default interfész- ha szlirés van, vagy meghatarozott iranyt
szeretnénk konfiguraljuk

i p fl ow aggregati on cache <nane of aggregation schenme>
*Aggregacios cache valasztas
oip flowcache tinmeout iInactive <seconds>

Inaktiv flow-k ennyi ideig maradnak a cache-ben. Default 15
masodperc

i p fl ow cache tinmeout active <m nutes>

*Aktiv flow-k ennyi id6 utan biztos exportalodnak. Default 30
perc

i p fl ow cache entries <nunber>

«Sets the maximum number of flow entries in the cache. The
default varies dependent on platform.



Flow show/clear commandok

show 1 p cache [verbose] flow
— NetFlow cache megnézese
show I P cache fl ow aggr egat | ON <nane of aggregati on scheme>

— Adott aggregacios cache megtekintese
show i p fl ow export

— Export statisztikak megtekintese
clear 1p cache fl ow

— NetFlow cache torlés
clear 1p flow stats

— Export statisztika torles

sh mls netflow table-contention aggregate |[summary
— Cisco 6500/7600 tabla hasznalat



Flow ujabb dolgok

show ip flow top (12.4T)

— Egy bizonyos mintara illeszkedo legtobbet “beszél6” (byte vs
csomag) ip cimek aggregalva

show ip flow top-talkers (12.3(11)T)

— Egyedi legtobbet beszél6 flow

Detektalashoz hasznos (12.4(2)T utan)

—1p flowcapture {icnp | ip-id | mac-addresses |
packet-length | ttl | vlan-id}

Multicast (12.3(1) utan)

—1p nmulticast netflow {ingress | egress}



Netflow teljesitmeny 1gény
* Forgalom <1%-al novekszik az exportalas miatt
* Cisco 7200:

— Netflow v5/v9 engedelyezes kb. 4-16% CPU
tobbletet 1gényel (sok flow-nal tobbet)

— v5- 64 byte-ot 1gényel pluszban flownkent: 64000
flow ~4MB RAM

e Cisco 6500- sup720
— GyUjtes nem 1gényel tovabb1 CPU eroforrast, de
TCAM erdforrast 1igen! - DFC-n¢l nem
— Exportalas (pre SXE) 35-40%, post SXE(
16%/export)

Netflow — Kiss Gabor Kiss, Mohdcsi Janos



Netflow collectorok

* Nehany pelda a szoftverekre

http://www.switch.ch/tf-tant/floma/software.htmi:

Cuflow, Stager...
Megtobb script...

Flowscan, flow-tools, nfdump..

Es rengeteg fizetds szoftver..

— FlowRep [Source - Destination AS]

©® Source - Destination AS

Ry 3

trd-oslo in (Sampling: 1/100)

Malals) N -
a 0> B flowdata] [ [ Tables %) | Source - Destination AS ) (Advancea 18) (Getreporc) | [Login] @
i
Home g Limit rows: | 10 5‘ Presentation Mode: [ Standard | Matrix | ] Type of statistics: | Standard 5‘
Overview Profile: live = Time period Time resolution: Day Observation point
o F‘E ; &L Friday D week @ HourQ Show all groups [3) [ Show all devices [%)
i i b . - <E( — ) — » @ Oou
- ‘t'n) ® Single O Multiple (‘Backward [#) (2 [%#) O Decr. res.[ 2 [8) ® —
. § &)
i H -
Fo Hi Friday 30. July 2004

Line plot__ %) (Plot graph )

P 1 i Destination
Source AS AS Octets
0 0
Select| Number | Name Number‘Nnme Percent Octets
# 2603 NORDUnet 64514 64514 73.3M 39.71% 121-10° 35.30% 607
& 2603 NORDUnet 00 37.0M 20.04% 73.9-10° 21.60% 500
# 2603 NORDUnet 64513 64513 8.53M 4.62% 18.410° 5.3%% 463
. =] 15659 15650 64514 64514 5.69M 3.08% 17.510° 5.10% 326
] 64518 64518 64514 64514 5.07M 2.75% 56110° 1.64% 904
SUNET
(=] 1653 Swedish 64514 64514 3A5M 1.71% 2.5410° 0.74% 0.844 0.11% 1240
Univ.
e =] 21203 21283 64514 64514 2.86M 1.55% 2.2110° 0.65% 4.42 0.60% 1292
=] 00 00 2.47M 1.34% 3.51-10° 1.03% 7.52 1.02% 703
— SWIPnet
=] 1257 Swedish 64514 64514 2.37M 1.29% 4.2410° 1.24% 4.95 0.67% 560
IP.
SWIPnet
8 1257 Swedish 00 2.03M 1.10% 3.15-10° 0.92% 288 0.30% 644
IP.

Estinated Colunbia University Canpus ¥ell Known Pretocols/Services, Bits, +out/-in

2001

150 # Tl K
U

100 1 1 ¢

bits per second

i N :
| i W {2 £k ! {

BME_top_ports flows/sec Mon Nov 21 11:30:00 CET 2005 -- Wed Nov 23 11:30.00 CET 2005
20k

18k
16k
14k
12k
10k
08k
06k
0.4k
02k

flows/sec

0.0
0.2k
04k

FlowRep [Destination Interface]

ion Interface

Tuesday 24. August 2004
Destination Interface Octets (bit/s) for stolav-oslo in

Tuesday 24. August 2004

oslo-kongshers
stolavspl-aho
ozla-kristianzand

stolavspl-uws

EENCOODO

stolavpl-pil3z



http://www.switch.ch/tf-tant/floma/software.html

NFSen es nfdump

e SWITCH - svajci NREN
* NfDump + NfSen

- Gyors — amig nem kell statisztikat gyartani

- Nagyon egyszeru — konnyu eligazodni
benne

- KonnyU hasznalni (persze lehet hozza
irogatni...)

- Konnyu navigacio, gyors abrak
- Egyszerlen letrehozhato statisztikak
- Sok, sok, sok diszk igeny



NfSen/nfdump architektura

NFSen
Periodic
postprocessing
pluqgins

nfcapd | — 7

% —]

o

$e(\\ /'v

W' nfcapd -
W nfcapd /'v

Periodic profile
and
webprocessing




NFSen konyvtar strukturaja

BASEDIR _'__'_‘“—'—-——-—__.____________
ote plugins
{ CONFDIR ) ({ BACKENDEND_ PLUGINDIR )
bin ‘
{ BINDIR )
libexec Var
nfsen.conf ~ Msen (LIBEXECDIR )  { VARDIR ) ||
nisen-run
nfsen.rc / \ plugins
NfSen Modules ™" flirs _
. profiles profiles
nfsen { PROFILESTATDIR ) ( PROFILEDATADIR )
{ HTMLDIR ) Q1 ‘ Q1
S S
T T

/ | PID files Detault Filters live live
doc php || / \
: lugins
({ DOCLDIR } plugins m source-1  source-2

| ( FRONTEND_PLUGINDIE )

Web Pages ‘ e —

.php

Docu Metflow data storage
plugins



NFSen Netflow kimenet

"mon NFSEN - Profile live Overview C

[ veme”| I TR T IS NPT MEIEN yve: Continuous
Overview Profile: live

[y -

NFSEN - Profile live Overview =)

IR ot e [ ]

_ | I T BT N M Type: Continuous

Profile: live - flows

Flows/s: Mon Jul 11 10:20:00 2005 - Tue Jul 12 10:20:00 2005

1 :
"o o NFSEN - Prafile live jul 12 2005 - 18:55
Netflow Processing
Source: FiMer: Show:
Downstream + List: Fird [0 +] Flows
Upstream I aarragsted
Pearl
o 3 o 5 5 . . 5 y PeerZ I time sorted,
1200 M0 16200 M0 N0 ZX 00 G0 OId  O6i00 I long sutput process

Bonstresn B tpstre Bprery M peer2 and [ <nane=

Flows/s: Tue Jul § 10:20:00 2005 - Tue Jul 12 10:20:00 2005 —All Sources I™ Limit [Packess =1[> =I[0 -
F PacketsTrallic Flows
™ long sutput
I [<4€ P Addr =] gscassi]
Clear Form
i fusr/local /bin/nidump -R /metflowi/ntfsen-devel/profiles/live/Downstrean/nicapd. 200507121855 :nfcapd. 200507121920 -n 10 -3

Flows analysed: BI9180 mu:ched‘ 839180, Byres read: 41028360
Aggregated flows &631%

4% - Jul 12 2005 19:24:34

Top 10 flows packet count: il
Date flow start Len proto  Src I AddriPort pst I AddriPort Packets — Bytes
Jul 12 200% 18:45:04 1825 TCP  199.103.6.136133938 -» 149,119.1:;.1:5;22 1327862 1.3 68 2
Jul 12 200% 1 4 1823 TCP 195.103.6.71: 35480 => 149.149.157.133¢ 1302718 l.Ecs 2
L ] i B ypstress 8 peer Jul 12 2005 1 9 508 TCP 149.149. I‘!D F7:3003% > 157, 2?3 z] \?3 97!0 971518 1.3 Ga 1
— =~ AL I DN I AR T LGB G e g
Jul 1 4 TCP  149.149.157. 199,103, B 3.7 Mm
Flows/s: Sun Jun 12 10:20:00 2005 - Tue Jul 12 10:2 Jul 12 2005 1 6 532 TCP 187.222.21.123 537998 734.2 M 1
ETT Jul 12 2005 1 3 308 TCP 149 149.190.77:50039 487629 24.2 Mm 1
t Jul 12 2005 1 6 532 TCP 149.149.190.77:43323 286745 14.2 MB 1
I Jul 12 2005 1 4 1825 TCP - i 153,96, 14 . 48164665 203102 274.9% Mo F
L] ‘ T T j Jul 12 200% 1 5136 1167 TCP 131.132.210. 6212150 = F13.112.98.137112558 143096 177.2 mB 4
Foddad S I T i e
Top 10 flows DyTe COURt:
Date flew start Len prote  Sre I Addr:port Dst 1P Addripert Packets
Jul 12 2005 1 1825 TCP 199.003.6.156: 33938 ~> 149.149.157.135:22 1327862 F
Jul 12 200% 1 1825 TCP 195.103.6.71: 35480 => 149.149.157.133:22 1302718 z
Jul 12 2005 1 508 TCP  149.149.190.77:3003% —> 157.222.21.123:49790 371518 1
Jul 12 2005 1 532 TCP 149.149.090.77:43323 -> 157.222.21.123:49 557995 1
Jul 12 2005 1 1825 TCP 191.176.254.60:29646 —> 153,96, 14 . 4864665 203102 F
Jul 12 2008 1 #71 TCP 13 (172,580 => 131.132.131,23:3037 142850 1
Jul 12 2005 1 1167 TCP 131.132.210-62:2150 -> 213.112.98.137:12358 143096 4
Jul 12 2005 1 984 TCP  131.132.210.62:4117 ->  24.41.79.107:19672 117766 z
Jul 12 2005 1 741 TCP 141.1.84.71:80 > 149.149.206.129:48139 112338 1
Jul 12 2005 1 1824 TCP 131.132.164.59: 3496 -> B1.224.172.97:5585 121035 F3




NFSen kezdokepernyo

??Eile Edit View Go Bookmarks Tools Window Help

e . e .3 & . . = & .
| Back Reload & httpfinfsen kiiif hu/nfsen php?tab=0 22 Search -t

T 4tHome  ‘WfBookmarks 4 Current FreeBSD pro.. 4 FreeBSD port status ... #BSD News 4 FreeBSD Porter's Ha... 4 Ticketing System »

ELGBISUEI U Selected Profile: Ilive j

Type: Continuous
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NFSen navigacio

L | OWS Packets | Traffic Plugins Type Enntinuuus
/ \ \ \ wt:i Refresh
4
o aada sadi | MAAAaedy — E
LR . T _ |




Adott tipusu forgalom - profileok

EEiIe Edit Wiew Go Bookmarks Tools Window Help

& - @ \a' §§, http:/fipve .niif.huflowinfsen php?tab=2 A Search = .
i Back Forward Reload Stop & httpifip Mow/ PP 2 Print
¢ 4hHome | WfBookmarks 4 Current FreeBSD pro... 4 FreeBSD port status ... #BSD News 4 FreeBSD Porter's Ha... 4 Ticketing System »
IR Selected Profile: |IPveSMTR |
Home Flows Packets Details AEIEN [ATELE  Type: Continuous
Profile: IPv6SMTP - packets
Packets/s: Mon Oct 16 16:40:00 2006 - Tue Oct 17 16:40:00 2006 g
BO0 M v
500 10 s
400 m :
=
-
z i
200
i E
- 1
100 1 (1
1l ; i i = N
5 Tt e &b
1800 2,00 2200 00000 0200 O4:00  0&:00  0&:00  40:G80 4200 4400 4&:0d
Bl cntrl O kfki W szeged
Packets/s: Tue Oct 10 16:40:00 2006 - Tue Oct 17 16:40:00 2006 g
T i B i L i i i i iiiitAt i T e S -

={li=| *El| &




Szénakazal szétturas

% File Edit Wiew Go Bookmarks Tools Window Help

-

ﬁ - Qﬁ" - \3 gg’ & httpyinfsen kiliif hunfsen.php x Search =
=

Back  Forward Reload Stop Print

i #hHome WfBookmarks 4 Current FreeBSD pro... # FreeBSD port status ... ##BSD News 4 FreeBSD Porter's Ha... 4 Ticketing System »

T I CIN AN S=lected Profile: ||i\."e j

Plugins

TCP UDP ICMP other Profileinfo:

Type: continuous

Max: unlimited

Exp: 14 days 0 hows
Start: Oct 04 2006 - 18:25
End: Oct 17 2006 - 16:50

t |2005-10-1?-ll-20
t I2005—10—1?—11—45
Reset Tirmeslot I

60 k

Flows/s any protocol

Terminal e b

={p=| =¥ ="



Mi Is tortent?

;TgEile Edit Wiew Go Bookmarks Tools Window Help

ﬁ.@.\a

%g,, & httpinfsen kiiif.huinfsen.php

.

Back Forward Reload Stop 7| &A-Search Print
T “tHome Bookmarks Current FreeBsD pro... FreeBSD port status ... #BSD News FreeBSD Porter's Ha... 4 Ticketing System »
: A krmark k
INCLIIUOW I IULGMIIE i
Source: Filter: Show:
adsl + [proto tep List: 1000 ~|Flows
baja First - ol
bcsaba 38‘51'333
bme [ time sorted.
bogon output format @ line ¢ long ¢ extended / [ IPw6
_ and[<none> 7] long _process |

All Sources |

nfdump

Date flow start Duration Proto Src TP Addr:
2006-10-17 11:19:44.746 3.008 TCP 66,241 .94 ,200¢:
2006-10-17 11:19:27.978 27.072 TCP 193.225.127.131
2006-10-17 11:19:27.849 3.072 TCP 152.66.234.87
2006-10-17 11:19:27.977 1.792 TCP 64.233.183.147
2006-10-17 11:19:27.977 0.000 TCP 201.78.33.38
A006-10-17 11:19:27.977 4.928 TCP 69.161.5.211
A006-10-17 11:19:36.937 6.016 TCP 58.51.47.247:
ANNE-T1N-17 11 =17 =44 _T4R &._440 TCDR 193227 .132.230
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NFSen, nfdump parancssori
interfesz /1

nfcapd — halozatrol erkezo netflowk
letarolasa

nfreplay — flow tovabb kuldése
nfprofile — profile szerinti szlres

ft2nfdump — flow-tools to nfdump formatum
konverter

nfdump — altalanos szlré mint a tcpdump



NFSen, nfdump parancssori
interfész /2

— Az nf sen. r ¢ elinditja:
« Nf capd, nfprofiler 5 percenként
« Nf sen-run , 5 percenként (grafikonok)

— Nf sen

* Profilok kezelésére
— Profilok létrehozasa, torlése, ujraépitése, modositasa,
kilistazasa
« Ha a webes interfész valami miatt nem mikodne
— Nf sen-run

* Rendszeresen futd (5 perc)

 Nf sen-run once — hanem hasznalnank az
nf sen.rc -t



NFSen bovités

* Pluginok
— Backend plugin
* Perl module

* Nfsen-run indulasanal fut le (5 percenkent)

« Az nfdump-ot hasznalhatjuk, kimenetét dolgozhatjuk
fel

 pelda:demoplugin.pm, Notification.pm
— Frontend plugin

« Backend plugin megjelenitésére

* php kdd

 Példa:



- M1 az amit nezzink?
* Biztonsagi csoport mit csinal:

— Abnormalis viselkedés kereseés

» Csucsok vizualis detekcioja

sSun Sep 17 16:10:00 2005

Flows/s: Sun Sep 10 16:10:00 2008 -

Flows/s

. Automatﬂéus abnormalis viselkedés detektalas- meg

tudjuk mondani mi1 az abnormalis?

— Incidens koordinacio
— Segitség a vizuais anomalia detekciohoz

Netflow — Kiss Gabor Kiss, Mohdcsi Janos




Anomalia detektalas

* Megfigyeles:
— A forgalmi/flow viszonyok heti periodicitast mutatnak —
novekvo forgalom mennyiséggel

— Az abnormalis flow novekedés (DDoS, Scan) detektalhato
ha a statisztikus adatoktol eltérés tapasztalhatd

— A netflow adatok Ojra feldolgozas tul nagy feladat volna —
Nfsen (nfdump) mar elkészitette a feldolgozast ¢€s az
eredményeit RRD adatbazisba tette

» Szikseges: Elorejelz0 rendszer, amely képes statistikusan
elOrejelezni szezonalis ¢és trenddel rendelkezo6 viselkedés

« Riasztas: ha az eldrejelzett €s a meért nagy mértekben eltér

Netflow — Kiss Gabor Kiss, Mohdcsi Janos



Architecture of NfSen/nfdump
with Holt-Winters forecasting

NFSen
Periodic
postprocessing
pluqgins

/vv

nfcapd
(@ —-—
K /
g nfcapd .
Netflow ¢ —
%L nfcapd / o

Periodic profile
and
webprocessing

Netflow — Kiss Gabor Kiss, Mohdcsi Janos



Az RRDTool Holt-Winters
implementacioja
* Minden szamitott paraméter RRA-ban
tarolodik:
— HWPREDICT — Holt-Winters elorejelzes —

minden adatponthoz

— SEASONAL — periodicitasi egyutthatdo — minden
adatponthoz

— DEVPREDICT - elterési paraméter
— DEVSEASONAL — szezonalis eltéres1 parameter
— FAILURES — logikai értékek

Netflow — Kiss Gabor Kiss, Mohdcsi Janos



Az RRDTool Holt-Winters
implementacioja/2

» Uj paraméter rrdtool create-nek —

egyszerusitett interfesz:

« RRA:HWPREDICT:<array
length>:<alpha>:<beta>:<period>

o Uj paraméterek tune-nak:

— alpha, beta, gamma, positive/negative confidence
interval, failure treshold megadasara

Netflow — Kiss Gabor Kiss, Mohdcsi Janos
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Elkiilonitett RRD — teszt célbol
Intuitivebb interfész — kiilon anomalia diagram — 2 clicl

Keépes detektalni az anomaliat, akkor 1s ha nem lathato

Netflow — Kiss Gabor Kiss, Mohdcsi Janos



Jovo

* Problémak —

— a,PBésy Van itt 6nként jelentkezo
statisztikus?

— Periodicitas napi/heti ?

— Legalabb egy hét tanulas sziikséges mielott
erdemben tudna josolni — ¢s abnormalis
miikodest detektalni

— Mi 1s az amit detektalunk? - van mas fajta
fontos abnormalitas?

Netflow — Kiss Gabor Kiss, Mohdcsi Janos



Tovabbi informaciok

e Matematika:

http://www.itl.nist.gov/div898/handbook/pmc/section4/pmc435.h
tm

 RRDTool implementacio (J. Brutlag):

http://cricket.sourceforge.net/aberrant/rrd _hw.htm

http://www.usenix.org/events/lisa2000/full papers/brutlag/brutla
g html/

 NFSen HW implementacio:
http://bakacsin.ki.iif.hu/~kissg/project/nfsen-hw

Netflow — Kiss Gabor Kiss, Mohdcsi Janos


http://bakacsin.ki.iif.hu/~kissg/project/nfsen-hw

Koszonetek: Cisco, Zeisel Tamas,
CampusIPv6 projekt, GN2
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