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Cisco I0S Software kovetelmények a
Catalyst 6500-on

= Control plane
Robosztus
Hiba t(ird
Modularis
Patchelhetd
Gazdag Feature tamogatas

= Data plane
Nagy sebességl (hardware)
Folyamatos mikddés

Cisco 10S® funkcidja megvaltozott nem Software csomagtovabbitas a feladata,
hanem a nagy megbizhatésagu Control Plane biztositasa
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Matrafiired
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Cisco Catalyst 6500 High Availability

Kiesés minimalizalas
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i

Cisco I0S Software Modularitas
* Subsystem In-Service Software Upgrades (ISSU)

|
1 |||||
it

- Stateful process ujrainditas
* Hiba elharitas, védett memoria

Catalyst®
6500

Non-Stop Forwarding/
Stateful Switch Over (NSF/SSO)

* Folyamatos csomagtovabbitas az
elsddleges supervisor kiesése utan i

* Sub-second recovery L2 és L
Generic Online Diagnostics

(GOLD)

* Proaktiv médon érzékeli és
azonositja a lehetséges hardware
és software hibakat miel6tt az a
halézati forgalomra hatassal
lenne

* line card reset nélkiil

Fizikai Redundancia

* Redundans supervisor, tapegység,
switch fabric, és id6zitd
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Cisco I0S Software
Hagyomanyos I0OS Software Architektura

= Cisco IOS nagy szamu subsystembdl all
Subsystem = funkcidk 6sszessége

Subsystemek software linkelésnél (forditaskor) kerlilnek az 10S image-
be

= Frissités switch ujrainditast, vagy supervisor switchovert
igényel redundans sup esetén

= Cisco |I0S a processzek kdzo6tti shared memaoria modelt
hasznal, és 6nallé processz futtatast hasznal

= Cisco IOS maximalis csomagtovabbitasra lett optimalizalva

= Catalyst 6500 hardware alapu csomag tovabbitast hasznal,
a cél egy robosztus nagy megbizhatdésagu Control Plane —
ez a Modularis IOS 6 célja
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Cisco I0S Software
Uj Architektura Software Modularitas esetén

88 38 $ 3 $ 3

LONRTI NN I

High Availability Infrastructure

Network Optimized Microkernel

Cisco Catalyst 6500 Hardware Data Plane



Cisco IOS Software Modularitas
Processek és Threadek

Thread
Progess A Process B
Védett Me.moria ‘ ‘

Hiba elszeparalas
Inter-Process

Egy vagy tobb Subsystem Communication (IPC)

Hbone Tabor2006
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Cisco I0S Software Modularitas
Processek

Processek kijeldlnek egy tartomanyt melyen
beliil terjedhet csak egy software hiba

= Elkilonitett privat memoria cimtartomany

= Lehetséges kernel hivas meméaria allokalas és felszabaditas
céljara

= Allapot informaciék a processeken beliil vannak nyilvantartva
(de checkpoint segitségeével a processen Kivilrdl is lathatok)

= Mas processekkel csak inter-process communication (IPC)
segitségével kommunikalhat

= Process ID, vagy név azonositja
= Egy vagy tébb threadbdll all

= POSIX kompatibilis
Megjegyzés: Hagyomanyos Cisco |0S-ben a

Processek Tasknak felelnek meg

Hbone Tabor2006
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Cisco I0S Software Modularitas
Threadek

Thread egy végrehajtasi egység a
Processen belul

Thfead
= Elosztott Allapot informaci6 -

= Elosztott eréforras és T
memaria a processen belll % %

Process A



Cisco I0S Software Modularitas
Subsystemek

Subsystem a legkisebb Patchelhet6 egység

= Modularis IOS fejlesztési célra vezették be

= “show subsys” parancs ad réla informaciot

6500swmod#ishow subsys

Name Class Version
alignment Kernel 1.000.002
pak_ subblock Kernel 1.000.001
c6k _entity mib Kernel 1.000.000
tring Kernel 1.000.001
ariel rp platform Kernel 1.000.001
envmon Kernel 1.000.001
monvar Kernel 1.000.001
if list Kernel 1.000.001
proto_counter Kernel 1.000.001
ifs posix Kernel 1.000.001
aaa_ authen cfg Kernel 1.000.001
aaa_ cfg Kernel 1.000.001
aaa hc Kernel 1.000.000

--More--

Hbone Tabor2006
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Cisco I0S Software Modularitas Elonyei
Minimalizalja a nem tervezett leallast

S IR E $ S $ S

Routing IPFS TCP UDP

T I LI

|OS-
copP EEM INETD e

=

High Availability Infrastructure

Network Optimized Microkernel

Cisco Catalyst 6500 Hardware Data Plane

Csomagtovabbitas folytatodik

a nem tervezett Process Ujra inditas alatt is

Hbone Tabor2006
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Hiba kovetkezik be egy
Modularis processben:

= HA subsystem azonositja a
hibat és meghatarozza a
legjobb javito folyamatot

Ujrainditja a modularis processt
Atvalt standby supervisorra
Lekapcsolja a rendszert a
halbzatrol

= Process ujrainditasnak nincs
hatasa a data plane-re

Nonstop Forwarding (NSF)-ot
hasznal, még egyetlen Supervisor
hasznalataval is

Allapot Checkpoint hasznalataval
gyors process felallast
eredményez



Cisco I0S Software Modularity Benefits
Simplify Software Changes

Ha sziikséges a Software
35555 8§ S § $ Patchelése...
Routing IPFS TCP UDP
Code Code
Certification Deployment
SUBER R BRI 2038 A A
CcDP EEM INETD ASE 2 N \
ﬁ Time
High Availability Infrastructure
Network Optimized Microkernel

= A javitas csak az adott process
Cisco Catalyst 6500 Hardware Data Plane egy, egyedl pgtc_:h-e, ami |erOVIdItI
a kod tesztelési, bevezetési idejét

= Subsystem In-Service Software

Upgrade (ISSU)* gondoskodik a
Csomagtovabbitas folytatodik mikddés folyamatossaganak
biztositasarol

a nem tervezett Process Ujra inditas alatt is

Minden folyamartra, kivéve |I0S-BASE

Hbone Tabor2006
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Cisco I0S Software Modularitas Elonyei
Patch kontra Upgrade

Patch = Upgrade =
Korlatozott hatasu Single Fix Uj 10S Verzi6 betdltés
Single Patch _Uj 10S Image
2 1 Subsystem Step 1 Uj Feature-Ok és

valtozik

javitasok

Az uj Image-t mind az
aktiv, mind a redundans
Step 2 Supervisorra fel kell
télteni

Software meghatarozza
az érintett Processeket
és értesiti az Operatort

Erintett Processek
Gjraindulnak Step 3
Patch életbe lIép

Supervisor ujraindul,
vagy atvalt Standbyra

Hbone Tabor2006
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Cisco Modularis I0S Software megvalositas
Catalyst 6500 Hardware tamogatottsag

Memoria igény Méret Tamogatott Line Cardok

% SP DRAM 512MB Osszes Ethernet linecard
2 £ | RPDRAM 512MB
S % |Flash 512MB | | FlexWAN"
£ S Enhanced FlexWAN
‘(O
o |— S Firewall (FWSM)
- Supervisor 32—Q3 CY’06 Content Switching (CSM)
o ; Intrusion Detection (IDSM)
Memoria igény Méret .
Network Analysis (NAM)
SP DRAM 512MB
RP DRAM 512MB A tébbi WAN és Service
Module tamogatasa
Flash 256MB | \esabbiekben

Tcsak Sup720

Hbone Tabor2006
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Cisco Modularis I0S Software megvalositas
Modularitas — Tamogatott Patchek

Modularis Processek

12.2(18)SXF4 Includes:
* Routing process
* Internet daemon
* Raw IP processing
* TCP process
* UDP process
* CDP process
+ Syslog daemon

« All embedded event
manager components

* File systems
* Media drivers
* Installer

* Az egyes IOS processek patchelheté volta
» Patchek jelenleg csak security hibak javitasara (PSIRT)
+ CCO-alapu tool tamogatja a patch menedzsmentet

+ Néhany fontos software feature nem tamogatott modularis 10S-ben (MPLS, IPv6)
de a kdvetkezd verzioban megjelenik

Hbone Tabor2006
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Cisco Modularis 10S Software megvalositas
Uj funkcidk befektetésvédelemmel

Uj Parancsok az Uj funkciok és architektira tamogatasara
Modularis IOS Imagek “-vz” vagy “-vm” nevet tartalmazzak a
kiterjesztésben

|OS funkcidk valtozatlanul maradtak

Nem sziikséges tréning

Sup720 és Sup32 supervisorokat tamogat

Software licenselés, feature set, stb. valtozatlan maradt

Hbone Tabor2006
Matrafiired



Cisco Modularis I0S Software megvalositas
Image azonositasa a CCO-n?

grade Planner - Mozilla Firefox

| M hittp: /A, cizco, com//cgi-bin/Software ozplanner/Planner-toolfios planner. cgi?aet_crypto=k

Cisco SYSTEMS Close Window

10S Upgrade Planner

a
The selections you have made are:

Platform: CATE000-SUP7T20/MEFCS
Release: 12.2 18-5xF4 [ ED - Early Deploymernt }

Narrow your choices by choosing a major release.
124 123 122 121
Library

4
Select options from the table below to find the software you want: i M o D U LA R” szo

Choose Options

Select Software Feature Set a I e irés b a n

ADVANCED ENTERPRISE SERVICES S5H
ADVANCED ENTERPRISE SERVICES S5H (MODLILARY
ADVANCED P SERVICES 55H
ADVANCED |P SERVICES S5H (MODULAR)
ENTERPRISE SERVICES S5H
ENTERPRISE SERVICES S5H (MODULAR)
FIELD PROGRAMMABLE DEVICE IMAGE
IP SERVICES

IP SERVICES (MODULAR)

IP SERWICES S5H

IP SERYICES SEH (MODULAR)

IP SERYICES SEH LAN OMLY

IP SERYICES SEH LANM OMLY (MODULAR)

Hbone Tabor2006
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Cisco Modularis I0S Software megvalositas
Mikoédési modok

Mindkeét lizemmaod sajat jellemzokkel bir

,ESing|e |mage” ,,InSta"e@”; - Javasolt
- Binary Image - Installed image |
« Védett memoria « Minden ami a binary 1|

image tzemmaodnal —

Automatikus hiba elharitas

o - Biztositja az egyes
Process ujraindithatésag subsystemek egyedi
patchelését

Process check point

* Dinamikus memoria
allokalas az egyes
modulokhoz

File név “-vz’-t tartalmaz

Patchelés nem lehetséges  File név “-vm’-t tartalmaz

 File systemnek mindig
rendelkezésre kell allni!!!

Hbone Tabor2006
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Cisco Modularis I0S Software megvalositas
Install Process

= “Install” process kibontja a binary file-t egy kbnyvtar
strukturaba

= Mielbtt “installalnank” a software-t...

6500swmod#ishow version

Cisco Internetwork Operating System Software

IOS (tm) s72033 rp Software (572033 rp-IPSERVICES WAN-VM) ,
Version 12.2(18) SXF4, RELEASE SOFTWARE (fcl)

Patching is not available since the system is not running from
an installed image. To install please use the "install file"

command

= Software‘install” parancs...

6500swmod#finstall file disk0:s72033-ipservices_wan-vz.122-
18.SXF4 disk0:/sys < __ Specify the Top
Level Directory

Hbone Tabor2006
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Cisco Modularis I0S Software megvalositas
Install Process

= Vegyuk ki a régi “boot system” parancsot

6500swmod (config) #no boot system flash diskO0:/s72033-
ipservices wan-vz.122-18.SXF4

= Kosslk 6ssze a rendszert a /sys kbnyvtarral a ,,Bind”

paranccsal

; Kényvtar gydkeret
6500swmod (config) #install bind diskO:/sys kell megadni

= Save running config és ellendrizziik a boot parancsot

: : : Full Path automatikusan
6500swmod#{copy running-config startup-config <+——— pekeriil a configba

6500swmod#ishow running-config | include boot
boot system disk0:/sys/s72033/base/s72033-ipservices wan-vm

= Ujrainditas ,Reload” installed médban

6500swmod#reload

Hbone Tabor2006
Matrafiired



Cisco Modularis I0S Software megvalositas
Install Process—Patchelheto....

= Software “install” eredménye:

6500swmod#show version
Cisco Internetwork Operating System Software
IOS (tm) s72033 rp Software (572033 rp-IPSERVICES WAN-VM) ,

System restarted at 16:00:24 PDT Mon Apr 10 2006
System image file is "diskO:/sys/s72033/base/s72033-
ipservices wan-vm'"

cisco WS-C6503 (R7000) processor (revision 1.1) with
491520K/32768K bytes of memory.

System is currently running from installed software
For further information use "show install running"

= Patchelhetd....!

Hbone Tabor2006
Matrafiired
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Patch Navigator

= Wwww.cisco.com egy toolt biztosit a maintenance packek
és patchek kezelésére

= Patchek k6z6tt lehet keresni
Bug ID (DDTS)
Base image
Platform

Cisco SYSTEMS

Fentiek kombinacidja

Hbone Tabor2006
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Patch Navigator

= WWW.CISCO.com/go/pn

@ - $ - gl @ @ [ ] http:tftoals. cisco. comiswdF fionpnyisp/main. jsp V‘ @ ao “Q, | @ R | R “a
Logged In rofile | Contacts & Feedback | Help | Site Map | Select a Location f Language
Cisco SYSTEMS U

|SEar|:h |

HOME Tools & Resources

TECHRICAL SUPPORT & Cisco 105 Software Modularity Patch Navigator

DOCUMENMT ATICHR

TOOLS & RESOURCES Toolkit: Rall over toals belonw

= &

Cisco 105 Software
Modularity Patch Havigator

Related Tools
T&C Service Reguest Tool

Products & Services | Ordering | Technical Support & Documentation | Learning & Everts | Partners & Resellers | About Cizco

@& 189892-2006 Cisco Systems, Inc. All rights reserved. Terms and Conditions, Privacy Statement, Cookie Palicy and Trademams of Ciseo Systems, Ine.

Hbone Tabor2006
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]
Patch Navigator

= WWW.CISCO.com/go/pn

@ - |:> - g @ |D http: ffkoals . cisco, comswdf fionpnfispisearch, jsp?s_case=2 V| @ Go “Q, | @ TR | R *a

Logged In | Profile | Contacts & Feedback | Help | Sie Map | Select a Locstion § Language

|Sear|:h |

Cisco SYSTEMS

Prod dering | Technical = & Documentation | Learning rz | About C
HIoKE Tools & Resources
TECHNICAL SUPPORT & Cisco |05 Software Modularity Patch Navigator
DO UMERNTATIOR

owvertool s below

TOOLS & RESOURCES

Cisco 105 Software
Modularity Patch Havigator

Patch Info

Search

Result

Related Tools

SelectOne
SelectOne »

TAC Service Reguest Toal

Products & Services | Ordering | Technical Support & Documentation | Learning & Events | Partners & Resellers | About Cizco

@ 1882-2006 Cisco Systems, Ine. All rights reserved. Terms and Conditions, Privacy Statement, Cookie Palicy and Trademarks of Cisco Systems, Ine.
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Cisco Modularis 10S Software
Patch megjelenés folyamata

MP1 MP2 MP3 MP4 MP = Maintenance Pack
=A =B+MP1 =C+MP2 =D+MP3
Patching for
12.2(18)SXF
#  # H Ht ®
t t t t Patching for Next
12.2SX Release
Patch Patch Patch Patch
A B C D
\ 4 \ 4 12.2SX I
| | | |
12.2(18)SXF4 12.2(18)SXF5 12.2(18)SXF6 12.2(xx)SXy
Incl. A+B Incl. A+B+C Incl. A+B+C+D
Maintenance Fixes Maintenance Fixes Release Change

Adott release Patchelése varhatéan 18 hénapig

Patchek maintenance packekben jelennek meg kumulativ formaban

Uj Image tartalmazza a PSIRT és mas hiba javitasokat

Patch tamogatas egy hénapig tart, ha az Uj image megjelenik

Hbone Tabor2006
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Patch ellenorzés és Dependenciak

= Kérdés: Fel kell-e tennem el6z0 patcheket
mielbtt feltenném a kivantat?

= Patchek teljesek a dependenciak tekintetében

Barmely patch tartalmazza a szamara szilkséges
el6zd patcheket

= Patch installalas el6tt ellendrzi:
Checksumot
Platform kompatibilitast

Base image kompatibilitast
Processeket, amelyekre patch befolyassal van

Hbone Tabor2006
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Installer—Terminologia

Patch
g

Subsystems

/

H

Maintenance

Pack

[«

Processes

/|

_h/

Hbone Tabor2006
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Cisco 10S Image (-vz)
Single Binary File

s
= |

Installed Image (-vm)

or Base Image

<«—— disk0:/sys/

Physical Memory




Patch folyamata
Patch két lepéses folyamat

1. Installalas 2. Aktivalas
Semmit sem valtoztat a futo Az Bsszes patch fliggbében
kédban (pending) van amig az install

aktivalja és ujra nem inditja a
megfeleld proceszeket

Az el6z6 kdd elmentddik
visszaallitas (rollback) céljabdl

Tébb patch tehet6 fel az
aktivalas el6tt

Base + Patch

v

]
install | % install
— | file : activate —

FTP Server Flash

Hbone Tabor2006
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Patch folyamata- CLI

= Ellenérizzik milyen patchek vannak installalva

6500swmod#ishow install running
Software running on card installed at location s72033 rp - Slot 2

R
B/P C State Filename Sgﬁsfzﬁgggz:r

B Active disk0:/sys/s72033_ rp/base/DRACO2_MP
Software running on card installed at location s72033 - Slot 2

B/P C State Filename

B Active disk0:/sys/s72033/base/s72033-ipservices_wan-
vimn(1l2.2 (18) SXF4)
Switch Processor
Patch allapota

B/P/MP - (B)ase image, (P)atch, or (M)aintenance (P)ack
'C' - (C)ommitted

Hbone Tabor2006
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Patch folyamata- CLI

= 1 Lépés: Maintenance pack/patch Installalas

6500swmod#iinstall file tftp://172.16.1.1/images/demo/s72033-
XMA0001.122-18.SXF4 disk0:/sys <
Address or name of remote host [172.16.1.1]7

Source filename [images/demo/s72033-XMA0001.122-18.SXF4]?
EEERRRRRRRRRRRRRREE]

Verifying checksums of extracted files

Kényvtar gydkér
Megadasa

Verifying installation compatibility
Gathering information for location s72033 rp - Slot 2

Activation will affect the following processes:

<

iprouting.iosproc

Erintett Processek
melyeket a Patch érint

NOTE: The newly added patch is not yet active.
Use 'install activate' to activate the patch
in the currently running system.

[DONE]

6500 swmod#

Hbone Tabor2006
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- 000000_00000000_]
Patch folyamata- CLI

= K6zbenso allapot ellen6rzése

6500swmod#ishow install running
Software running on card installed at location s72033 rp - Slot 2

B/P C State Filename

-------------------- Maint Pack csak az
B * Active disk0:/sys/s72033 rp/base/DRACO2_ MP RP-t érinti

MP Maintenance Pack MA0001.122 —

P PendInst disk0:/sys/s72033 rp/patch/patch-XAA2101-00-0-n.so

Software running on installed at location s72033 - Slot 2

B/P C State Filename Patch aktivalhato

B * Active disk0:/sys/s72033/base/s72033-ipservices_wan-
vm(12.2 (18) SXF4)

B/P/MP - (B)ase image, (P)atch, or (M)aintenance (P)ack

Hbone Tabor2006
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- 000000_00000000_]
Patch folyamata- CLI

= 2. Lépés: Flggoben lévo valtozasok aktivizalasa

6500swmod#finstall activate disk0:/sys

Determining processes to restart at loca
EERERER R R R R R R R R R R R R R R ER R R R R R R R AR R

s72033 rp - Slot 2
ENREREERRRERRRERRERERE

Koényvtar gyokér
) ) Megadasa
The following processes will be restarted:
lprouting.10Sproc <— __Megmutatja mely processek

lesznek érintve

Do you want to continue with activating this change set...? [yes/no]:

yes
Proceeding with activation, writing installer meta-data

Updating more installer meta-data

Beginning process restarts User Confirmation
EEERRRRRRRRRRRRRRRRRR sziikséges

Affected processes restarted.
[DONE]

6500swmod#

Hbone Tabor2006
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Patch folyamata- CLI

= VégsoO allapot ellenGrzése

6500swmod#ishow install running
Software running on card installed at location s72033 rp - Slot 2

B/P C State Filename
B * Active disk0:/sys/s72033_ rp/base/DRACO2_MP
MP Maintenance Pack MA0001.122
P Active disk0:/sys/s72033 rp/patch/patch-XAA2101-00-0-n.so

Active disk0:/sys/s72033/base/s72033-ipservices_wan-
vm(A2.2(18) SXF4)

Patch
Aktivalva

Hbone Tabor2006
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Visszaallitas (Rollback) es Tagek

= Nem csak a patchelés, hanem a visszaallitas is fontos
= A visszaallitashoz “Tag™-ek jel6lik az el6z6 allapotot

= Felhasznaldi tag allithaté be a patch elozmények
barmelyik pontjahoz
= Harom el6re definialt tag van:
CISCO BASE
CISCO LATEST
CISCO_LATEST ACTIVATE



Patch elozmeények

= A rendszer szamon tartja a Patch el6zményeket

H
&

2 1 2
7 5

50

J \ J \ . J
v v v

s
5 |

MylOS_v1.0 MylOS_v1.1 MylOS_v1.2 t
CISCO_BASE



Tag definialas—CLI

= Definialt tagek:

6500swmod#ishow install tags running
Tags defined over software running on location s72033 rp - Slot 2

Tagname # of Files Date Committed

MyIOS v1.0 1 11:26:26 PDT Apr 11 2006
Tags defined over software running on location s72033 - Slot 2
Tagname # of Files Date Committed

MyIOS v1.0 1 11:26:26 PDT Apr 11 2006
6500swmod# \ Nincs Patch csak

a Base image

= Patch installalas és aktivalas utan uj tag definialas

6500swmod#finstall commit diskO:/sys MyIOS vl1.1
[OK]

Hbone Tabor2006
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Tag definialas—CLI

= Uj tag ellenérzése:

6500swmod#ishow install tags running
Tags defined over software running on location s72033 rp - Slot 2

Tagname # of Files Date Committed
MyIOS v1.0 1 11:26:26 PDT Apr 11 2006
MyIOS v1.1 2 22:25:00 PDT Apr 11 2006

Tags defined over software running omn\ location s72033 - Slot 2

Tagname # of Fi Date Committed

MyIOS v1.0 1 11:26:26 PDT Apr 11 2006
MyIOS v1.1 1 22:25:00 PDT Apr 11 2006

6500swmod#

Egy Patch +
Base image

Hbone Tabor2006
Matrafiired



Rollback folyamat

Patcheléshez hasonldan a visszaallitas
(Rollback) is két lépéses folyamat
1. Patch visszaallitas Rollback 2. Aktivalas

Semmit sem valtoztat a futd Osszes Patch egyszerre
kédban tériédik és all vissza
Felhasznaloi, vagy rendszer Eltavolitott Patchek térlédnek a
tag mutatja a patch helyét switchrél

install

rollback

% install .
activate

Flash

=
—
=i

AE
I
i
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Rollback folyamat—CLlI

= Rendszerben definialt tagek ellenbrzése:

6500swmod#ishow install tags running
Tags defined over software running on location s72033 rp - Slot 2

Tagname # of Files Date Committed
MyIOS v1.0 1 11:26:26 PDT Apr 11 2006
MyIOS v1.1 2 22:25:00 PDT Apr 11 2006

Tags defined over software running on location s72033 - Slot 2

Tagname # of Files Date Committed
MyIOS v1.0 1 11:26:26 PDT Apr 11 2006
MyIOS v1.1 1 22:25:00 PDT Apr 11 2006

6500swmod#
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Rollback folyamat—CLlI

= 1 Lépés rollback

6500swmod#finstall rollback disk0O:/sys MyIOS v1.0

Gathering information for location s72033 rp - Slot 2
EERREREREE R R R R R R R R R R R R R R R R R R R R R R R N R R R R R R R R R R R R R R ER R R R R R R R RN RE

Activation will affect the following processes:
iprouting.iosprocC <

— Erintett processek
[OK]
6500 swmod#

Hbone Tabor2006
Matrafiired



Rollback folyamat—CLlI

= Visszaallitasnal fliggében lévd patchek ,pending
rollback™ allapotban vannak

6500swmod#ishow install running
Software running on card installed at location s72033 rp - Slot 2

B/P C State Filename

B * Active disk0:/sys/s72033_ rp/base/DRACO2_MP
MP Maintenance Pack
P * PendRoll disk0:/sys/s72033 rp/patch/patch-XAA2101-00-0-n.so

Software running\n card installed at location s72033 - Slot 2

B * Active ys/s72033/base/s72033-ipservices wan-
vmm(12.2(18) SXF4)

Patch visszavonas
alatt van
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Rollback folyamat—CLlI

= 2Lépés Valtozasok aktivizalasa

6500swmod#finstall activate disk0:/sys

Determining processes to restart at location s72033 rp - Slot 2
EEERRR R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

The following processes will be restarted:
iprouting.iosprocC <

— Erintett processek

Do you want to continue with activating this change set...? [yes/no]:

yes
Proceeding with activation, writing installer meta-data

Updating more installer meta-data

Beginning process restarts User Confirmation
EEERRRRRRRRRRRRRRRRRR sziikséges

Affected processes restarted.
[DONE]

6500swmod#
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Rollback folyamat—CLlI

= Patch eltavolitas ellendrzése:

6500swmod#ishow install running
Software running on card installed at location s72033 rp - Slot 2

B/P C State Filename

B * Active disk0:/sys/s72033_rp/base/DRACO2_ MP
Software running on card installed at location s72033 - Slot 2

B/P C State Filename

B * Active disk0:/sys/s72033/base/s72033-ipservices_wan-
vin(1l2.2 (18) SXF4)

Csak base imagek
vannak
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Rollback folyamat—CLlI

= Ellenérizzik a tageket:

6500swmod#ishow install tags running
Tags defined over software running on location s72033 rp - Slot 2

Tagname # of Files Date Committed

MyIOS v1.0 1 11:26:26 PDT Apr 11 2006

Tags defined gver software running on location s72033 - Slot 2

Tagname # of Files Date Committed
wyTos vi.o_  N. 1 11:26:26 PDT Apr 11 2006
6500swmod#

MylOS v1.1

tag torlodott
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Patch elozmények—System Tagek

]

]
O
:

"

install file..

]

"

install file..

]

e

SN——~

]

R

install activate..

]

e

install rollback..
..CISCO_ LATEST

N—

]

L™

install rollback..
..CI SCO_LATEST_ACT IVATE

]

e

install rollback..
..CISCO_LATEST

]

T

install activate..
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Install Repackage

Masolhato file-ba tomoritett
(Repackaged) Image

Egyszertsiti a Modularis 10S alkalmazasat

Pontos masa az installed image-nek
egyetlen file-ba témoéritve, ami tartalmazza:

Base image
Patchek

Patch el6zmények
Felhasznaléi tagek

Hasonl6é a PC Ghost image-hez

Nem bootolhaté image, hanem kibontas
utan installed image-et ad
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Install Repackage—CLlI

= Az installed image-t egy masolhato file-ba témoritjlk:

6500swmodi#tinstall repackage disk0O:/sys disk0:MyIOS image.bin

Destination filename [MyIOS image.bin]?
EEREERRREER R R R R R R R R R R RN R R R R R R R R R R R R R R R R R R R R R R R R E R R R ER R R R R R R R E

6500swmod#fdir diskO:
Directory of diskO:/

1 drwx 1 Apr 10 2006 15:48:20 -07:00 sys
87 -rwx 76908032 Apr 12 2006 00:20:12 -07:00 MyIOS_ image.bin

512024576 bytes total (337231872 bytes free)
6500 swmod#
Repackaged image
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Mirol lesz szo6

= Bevezetés
= Architektura
= Megvalositas
= Patch Menedzsment
= MUk6dés
Embedded Event Manager

Processekhez kapcsolédé Show parancsok, manualis process
ujrainditas
Monitoring

Hbone Tabor2006
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Embedded Event Manager
What Is It?

EEM a Cisco 6500 IOS beépitett monitoroz6 eszkéze, ami ellendrzi a
legfontosabb rendszer paramétereket CPU kihasznaltsagot, Interface
szamlalékat, SNMP-t, és SYSLOG eseményeket. Specialis eseményeket indit
bizonyos szamlalok/kiiszobérték elérésekor.

EEM a Catalyst 6500-on az elsé
modularis I0S Software-ben keriilt
bevezetésre 12.2(18)SXF4

http:/lwww.cisco.com/go/eem
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Embedded Event Manager

EEM Architektura
SNMP Event SYSLOG Event Other Event
Detector Detector Detector

Embedded Event Manager Server

Network Switch Over TCL

Knowledge Policies

Custom Actions

Hbone Tabor2006
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Embedded Event Manager

EEM szabalyok

Szabalyok megadhaték CLI és TCL Script formajaban. Szabalyok alapjan
kiilonb6z6 akcidk indulhatnak CLI parancs végrehajtas, Email, SYSLOG, SNMP

Traps, kiildés stb...

CLI Based
(Applet)

EEM Policy

Script Based Director

(TcL) 2

3
1

Hbone Tabor2006
Matrafiired

x.m. -

= Cisco |
£ 3 Mandatory
Policies

Akcidk
= |OS CLI parancs
végrehajtas
= SSO switchover
= Ujrainditja a
switchet
= E-mail kiilldés

= SNMP trapet
general

= SYSLOG lizenetet
general



Mirol lesz szo6

= Bevezetés
= Architektura
= Megvalositas
= Patch Menedzsment
= MUk6dés
Embedded Event Manager

Processekhez kapcsoléddé Show parancsok, manualis process
ujrainditas
Monitoring

Hbone Tabor2006
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Monitorozas

= A konfiguracio ellendrzése, hibakeresés hasonlo a
hagyomanyos |0S-hez

= Processek ellendrizhetok pl. hanyszor lettek ujrainditva
“show process detailed <process name>”

= Manualis process ujrainditas:
“"process restart <process name>”

Hbone Tabor2006
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Process - Show Parancsok

= Milyen processek futnak?

6500swmod#fshow processes cpu
CPU utilization for five seconds: 1%; one minute: 1%; five minutes: 1%

PID 5Sec IMin 5Min Process

1 0.0% 0.4% 0.3% kernel

3 0.0% 0.0% 0.0% gdelogger

4 0.0% 0.0% 0.0% devc-pty

5 0.0% 0.0% 0.0% devc-mistral.proc
6 0.0% 0.0% 0.0% pipe

7 0.0% 0.0% 0.0% dumper.proc

4104 0.0% 0.0% 0.0% pcmcia driver.proc
4105 0.0% 0.0% 0.0% bflash driver.proc
20490 0.0% 0.0% 0.0% mgqueue

20491 0.0% 0.0% 0.0% flashfs hes.proc
20492 0.0% 0.0% 0.0% dfs bootdisk.proc
20493 0.0% 0.0% 0.0% ldcache.proc
20494 0.0% 0.0% 0.0% watchdog.proc
20495 0.0% 0.0% 0.0% syslogd.proc
20496 0.0% 0.0% 0.0% name svr.proc
20497 0.0% 0.0% 0.0% wdsysmon.proc
20498 0.0% 0.0% 0.0% sysmgr.proc

24578 0.0% 0.0% 0.0% chkptd.proc

24595 0.0% 0.0% 0.0% sysmgr.proc

24596 0.0% 0.0% 0.0% syslog dev.proc
24597 0.0% 0.0% 0.0% itrace_exec.proc
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Process - Show Parancsok

= Milyen processek futnak?

24598

0.0% 0.0% 0.0% packet.proc
24599 0.0% 0.0% 0.0% installer.proc
24600 0.4% 0.5% 0.6% ios-base
24601 0.0% 0.0% 0.0% fh_fd oir.proc \
24602 0.0% 0.0% 0.0% fh fd cli.proc
24603 0.0% 0.0% 0.0% fh metric dir.proc
24604 0.0% 0.0% 0.0% fh_fd snmp.proc
24605 0.0% 0.0% 0.0% fh_fd none.proc
24606 0.0% 0.0% 0.0% fh fd intf.proc
24607 0.0% 0.0% 0.0% £h fd gold.proc } Embedded Event
24608 0.0% 0.0% 0.0% f£h_fd counter.proc | Manager komponensek
24609 0.0% 0.0% 0.0% fh_fd rf.proc
24610 0.0% 0.0% 0.0% fh fd timer.proc
24611 0.0% 0.0% 0.0% fh_fd ioswd.proc
24612 0.0% 0.0% 0.0% fh_server.proc
24613 0.0% 0.0% 0.0% fh policy dir.proc J
24614 0.0% 0.0% 0.0% ipfs daemon.proc
24615 0.0% 0.0% 0.0% raw_ip.proc
24616 0.0% 0.0% 0.0% inetd.proc
24617 0.0% 0.0% 0.0% tcp.proc
24618 0.0% 0.0% 0.0% udp.proc
24619 0.0% 0.0% 0.0% iprouting.iosproc
24620 0.0% 0.0% 0.0% cdp2.iosproc

6500swmod#
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Process - Show Parancsok

= Process részletek:

6500swmod#ishow processes

Job Id:

PID:

Executable name:
Executable Path:

Instance ID:

Respawn:

Respawn count:

Respawn since last patch:
spawns per minute:
Last started:
Process state:

Max.

detailed iprouting.iosproc

74

24619
iprouting.iosproc
sbin/iprouting.iosproc

N

A A

WHRQOHK

0
Wed Apr 12 08:47:06
Run

Feature name: iprouting
Core: SHAREDMEM MAINMEM
Processen beliili Max. core: O
Threadek Level: 100
Mandatory: ON
Last restart userid: cisco <
Related Processes:
TID Stack pri state Blked HR:MM:SS

246 1 36K 10 Reply 24617 0:00:00
2461 2 36K 10 Receive 1 0:00:00
24619 \3 36K 10 Receive 1 0:00:00
24619 4 36K 11 Nanosleep 0:00:00

Hbone Tabor2006
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Megmutatja hanyszor

indult/Gjraindult a process

Megmutatja hanyszor

indult/Gjraindult a process

Az utolsé patch éta

Az utols6é manualis Ujrainditast
kezdeményezd felhasznalé

(AAA konfigot igényel)

:MSEC
:0156
:0000
:0220
:0000

FLAGS

00000000
00000000
00000000
00000000

NAME
iprout..
iprout...
iprout..
iprout...



Process - Show Parancsok

= Process részletek:

6500swmod#show processes cpu detailed iprouting.iosproc
CPU utilization for five seconds: 1%; one minute: 1%; five minutes: 2%

PID/TID 5Sec 1Min 5Min Process Prio STATE
24619 0.0% 0.0% 0.0% iprouting.iosproc
1 0.0% 0.0% 0.0% 10 Receive

Process sbin/iprouting.iosproc, type IOS, PID = 24619
CPU utilization for five seconds: 0%/0%; one minute: 0%; five minutes:

Task Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Task Name
1 20 106 188 0.00% 0.00% 0.00% 0 Hot Service..
2 84 645 130 0.00% 0.00% 0.00% 0 Service Task
3 0 35 0 0.00% 0.00% 0.00% 0 Service Task
4 0 19 0 0.00% 0.00% 0.00% 0 Service Task
5 0 4 0 0.00% 0.00% 0.00% 0 Chunk Manag..
6 0 274 0 0.00% 0.00% 0.00% 0 Load Meter
7 0 1 0 0.00% 0.00% 0.00% 0 Connection ..
8 0 1359 0 0.00% 0.00% 0.00% 0 Per-Second ..
9 87 135 644 0.00% 0.00% 0.00% 0 Check heaps
10 0 1 0 0.00% 0.00% 0.00% 0 Socket Time..
6500swmod#
Tasksok

(10S processek)
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Manualis Process ujrainditas

= Process azonositd

6500swmod#show proc detailed iprouting.iosproc | include PID: | count
PID: 24619
Respawn count: 1
6500swmod#

= Manualis Ujrainditas
6500swmod#iprocess restart iprouting.iosproc

Restarting process iprouting.iosproc

6500swmod#

= PID ellenOrzés

6500swmod#ishow proc detailed iprouting.iosproc | include PID: | count
PID: 28715
Respawn count: 2
6500swmod#
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Catalyst 6500 Modularis 10S

Osszefoglalas

INNOVACIO
Cisco Modularis 10S

10S-Base

High Availability Infrastructure
Network Optimized'Microkernel

Catalyst 6500 Data'Plane

VedettiMemoria
Hibalelharitas
Statefullprocess ujrainditas
ISSU alrendszer;
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ELONYOK
Cisco Modularis 10S

Minimalizaitleallas
Egyszeru Software valtoztatas

Automatikus hiba kezelés
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