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Mesék az IPv6-rol és implementaciokrol

1. Mese az HTTP(S) tranzakciokrol es a
boldog szembogarrol/szemparrol

2. Mese a IPv6 szabvanyokrol és a
literal cimekrol

2. oldal Két IPv6 mese
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MESE AZ HTTP(S) TRANZAKCIOKROL ES A
BOLDOG SZEMBOGARROL/SZEMPARROL
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Boldogtalan szempar — “unhappy eyeballs” — I
ismétlés NWS 2012-rol —
e Néha a IPv6 nem mukodik

= SzUrések

= MTU feketelyukak

= Hibas IPv6 halozat

= stb ...

e Szimptoma: “Webbdngészében nem
jelenik meg a weboldal” - csak 20-30 mp
mulva

e Feladat: a hiba elharitasa

e Addig is a felhasznalo elegedetlen -
boldogtalan szempar - “unhappy eyeballs”
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Boldogtalan szempar — “unhappy eyeballs”-

AAAA? example.com

A? example.com
€

example.com, AAAA=2001:dh8::1234::5678 >

example.com, A=192.0.2.1

TCP SYN, IPv6
______ > X

TCP SYN, IPv6
______ > X

TCP SYN, IPv6
______ > X

TCP SYN, IPv4

20 seconds
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Probléma “megoldasa”

e Probaljuk gyorsabban a kévetkezo IP
cimet

e Preferaljuk az IPv6-ot azért ha
nincsen ellenkezo igénye az
alkalmazasnak

e “Kvazi” parhuzamos kapcsolat
kiepités

Két IPv6 mese



Boldog szempar — * happy eyeballs” -

AAAA? example.com

A? example.com
<€

example.com, AAAA=2001:dh8::1234::5678 >

example.com, A=192.0.2.1

TCP SYN, IPv6
______ > X

immediate TCP SYN, IPva

Cache IPv4 Success
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“Happy Eyeballs” — RFC63555

1. A host cim preferencia policy (RFC 3484
source address selection) alkalmazasa

2. Ha IPv6 nem mukodik, akkor IPv4

Ha sikeres akkor egy cacheben tarolva,
hogy az adott cimre melyik internet
family-t kell hasznalni ( syn spam
elkerulése)

3. A cachelt ertékek torlodnek ha Uj
halozathoz csatlakozik a host

4. A nyeretlen kapcsolatok lezarasra
kerllnek (ero6forrassal takarekoskodas)

Két IPv6 mese



“Happy Eyeballs” — implementaciok

Firefox

Firefox fast-fail Chrome Opera Safari Explorer

MACOS X
10.7.2 8.0.1 8.0.1 16.9.91241b 11.52 51.1 - -
75s Oms 300ms 75s 270ms -
IPvE X |PvE IPvE X -
Windows 7 8.0.1 8.0.1 15.0.874.121m 11.52 5.1.1 9.0.8112.16421
21s Oms 300ms 21s 21s 21s
IPvE X IPvE IPvE IPv6 IPvE
Windows XP 8.0.1 8.0.1 15.0.874.121m 11.52 5.1.1 9.0.8112.16421
21s Oms 300ms 21s 21s 21s
IPvE X |PvE IPv6 IPvE IPv6

Linux
2.6.40.3-0.tc15 8.0.1 8.0.1 16.9.91241b 1160b - -
96s Oms 300ms 189s -
IPvE X |PvE IPvE -
i0S 5.0.1 - - - - ? -

720ms

X
eForras: https://labs.ripe.net/Members/gih/dual-stack-
esotropia
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RFC6555 - osszefoglalas

e (Csak kapcsolat orientalt protokollokra
mukodik (TCP, SCTP)

e A DNS round-robin alapu terhelés
elosztas - nem lesz terhelés elosztas

e Modern béngészok implementaljak

e (Csak tuneti kezeles - a problema okat

kell kezelni
NEZ S

\—/ -

) |
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HTTP(S) tranzakciok - ismétles -

e "Minden” HTTP
kéres kiléon TCP
kapcsolat -> kulon

- = érvényes ra a
T “happy eyeballs”
e | St 77y as 7 . ’
e mukodesi mod
— e Hogyan tartozik
....... 6ssze ket
tranzakcio?
= cookie?
11. oldal Két IPv6 mese



Shibboleth mukodes — HTTP(S) tranzakci(’)k!
sorozata

Identity Provider

e Belépési

szekvencia Athentistor
uthority
e Sok-sok
' A C |—% SSO Attribute
re_l_l_d Ire kt €5 L Al| Service [ |  Authority
tranzakcio e ik
N < 2 ('36\ ss ertri:; ] Attribute
T - ge?/]ice Requester
WAYF 10 '
2 T Resource
¢ ) T

*Service Provider
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Asserting Identity

e Kezdetben a felhasznald nem ismert
a szolgaltatas szamara

e Az anyaintézménynél torténo
bejelentkezés utan mar ismeri a
felhasznalot és tudja kivel beszél
mohacsi@niif.hu

e The eduPersonPrincipalName, an
identity attribute asserted by the
user’s home institution
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Hibajelenség

e “Shibboleth-es oldal eszméletlen rovid ideig tart
belépve” - 1-2 perc

e “elvileg klaszterezesi gond nem lehet” - egyedi
szervereken is probléma

e "8 oOra session lifetime utan mindenkepp lejar, de
ha ezen belll 3 6ran keresztil inaktiv vagy, akkor
is Ujra az IdP-hez fordul”

e “par perc inaktivitas utan megszinteti a
sessiondmet,, szépen latszik logokban, csak épp
az okokat nem ismerem meg”

e " Nem mindig jon el6 a hiba”
e “Altaldban MAC gépeket érinti a probléma”
e “Ha nincsen IPv6 akkor nem jon el6 a hiba”

14. oldal Két IPv6 mese



Okok

e A shibboleth session IP cimhez kotodik

e A MAC OS X ugy van meg hackelve az Apple altal,
hogy happy-eye-ball-t alkalmaz a network
framework: egyszerre indit a szerver iranyaba
IPv4 és IPv6 TCP SYN csomagokat és amelyik
elobb valaszol azt kezdi hasznalni

e Késobb is valamilyen modon ellenorzi ezt -
minden HTTP GET Ujra inditja a mechanizmust?

e Tipikus muikodés: egyszer az IPv6 nyer, egyszer
IPv4 nyer es folyamatosan megy a flip-flop.

e Eredmeénye: nem megy az authentikacio - page
reload megy az authentikacio stb.

15. oldal Két IPv6 mese



Megoldasok?

1. Shibboleth session nem IP cimhez
rendelése

2. Shibboleth session egyuttes IPv4 es IPv6

cimhez rendelése - ez valoszinulleg
lehetetlen a béna HTTP protokol miatt -

SAML2 kiterjesztheto?

3. A szerver determinisztikus modon IPv4-
en 10-20ms-al késobb valaszol

4. A mac happy-eyeball-janak tuningolasa
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H ogyan tovabb?

Megoldasok

e Shibboleth:
consistentAddress
opcio letiltasa

e Szilkséges a HTTPS!

alkalmazasa session
lopas elkerulésére!

Dual stack?

e Kerberos k6zosseg
szintén nem hasznal
mar IP cimhez kotott
ticketet..

e Mi van a privacy
cimekkel, amelyek
gyakran valtoznak?

= Szerencseére a szabvany
~ naponkénti valtast
javasol
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—_——

MESE A IPV6 SZABVANYOKROL ES A LITERAL
CIMEKROL

Geoff Huston
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p——

Accounts

o -

Description | Server Name | In Use By Account | )
smtp.gmail.com gih902 gmail
smtp.gmail.com Gmail - gih903 ‘
mail.bigpond.com BigPond Wireless Broadband... ‘
smtp.gmail.com ‘
E APNIC asmtp.apnic.net
APNIC-EXCHANGE exch-smtp.apnic... iCloud, gih@apnic.net
E Aamail AnLitanina ermtn amail cam

(e) Use default ports (25, 465, 587)
() Use custom port:

‘C . | Account Information y j
= b

 Use Secure Sockets Layer (SSL)

4>

Authentication: | Password

User Name: ‘gih l

Password: ‘........ l )

@ | Cancel | [ OK |




m DNS WINS 802.1X Proxies Hardware}

Configure IPv4: | Using DHCP

4>
R

IPv4 Address: 220.247.146.243
Subnet Mask: 255.255.248.0 DHCP Client ID:
Router: 220.247.144.1

Configure IPv6: [ Automatically

4>

Router: fe80::20b:60ff:feal:881b

[ Renew DHCP Lease ]

|

(If required )

IPv6 Address

2001:df9::4015:baf6:b1ff:fela:72af
2001:df9::4015:1430:8367:2073:5d0

Prefix...
64
64
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—
Subject: test

E] From: Geoff I‘

test

Geoff Huston
Chief Scientist, APNIC

+61 7 3858 3100
gih@apnic.net

== be made.

Select a different outgoing mail server from the list below or click Try
Later to leave the message in your Outbox until it can be sent.

Sending from: Geoff Huston <gih@apnic.net>

Signature #1

APNIC (Offline)

Edit SMTP Server List

APNIC-EXCHANGE (Offline)

Connection Doctor

gmail outgoing (Offline)
mail.bigpond.com
smtp.gmail.com:gih902@gmail.com
smtp.gmail.com:gih903@gmail.co...
smtp.gmail.com:gihsidr@gmail.co...

(7) | Edit Message . Trylater | | TryWith Selected Server |
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Status = Account Name

© APNIC

® APNIC-EXCHANGE

©  BigPond Wireless...

©  gih@apnic.net

©  gih902 gmail

©  Gmail - gih903

Account Type

SMTP

SMTP

POP

IMAP

Google IMAP

Google IMAP

Details

Connection and login to server succeeded.

Could not connect to this SMTP server. Check your network connection and
that you entered the correct information in the Account preferences. Also
verify that the server supports SSL. If it does not, deselect the “Use SSL”
checkbox in the Advanced tab of Account preferences.

Connection and login to server succeeded.

Connection and login to server succeeded.

Connection and login to server succeeded.

Connection and login to server succeeded.

Két IPv6 mese




Configure IPv4

IPv4 Address:
Subnet Mask:

Router:

Configure IPv6:

m DNS WINS 802.1X Proxies  Hardware }

: | Using DHCP

220.247.146.243
255.255.248.0
220.247.144.1

[ Renew DHCP Lease

]

DHCP Client ID:

(If required )

| Off

[ Cancel ] [

OK |




. 0x0010:
. 0x0020:
. 0x0030:
. 0x0040:
. 0x0050:
. 0x0060:
° 0x0070:
o 0x0080:
. 0x0090:

0x00a0:

7 ecr 8898059

0000 0080 0632 2001 0dd8 0009 0002 0000 ..... 2
0000 0101 0016 2001 0df9 0000 4015 1430 ............ @..0
8367 2073 05d0 024b dfOc 6af0 c68b 23fc .g.s...K..j...#.

7ec3 8018 10e0 799a 0000 0101 080a 1e49 ~.....y........ I
d885 3509 5c7c 3232 3020 4941 4d44 4132 ..5.\|220.IAMDA2
2e6f 7267 2e61 706e 6963 2e6e 6574 204d .org.apnic.net.M
6963 726f 736f 6674 2045 534d 5450 204d icrosoft.ESMTP.M
4149 4c20 5365 7276 6963 6520 7265 6164 AlL.Service.read
7920 6174 2054 6875 2c20 3238 2046 6562 y.at.Thu,.28.Feb

508156037], lengt

U C—

- -~

= - -
0000 0101 0016 df0c 024b 23fc 7ec3 6af0 ......... K#.~.j.
c6eb 8018 200d fa4d 0000 0101 080a 3509 ....... [V— B — o I

5d41 1e49 d885 4548 4c4f 205b 4950 7636 ]A.I..EHLO.[IPv6
3a32 3030 313a 6466 393a 3a34 3031 353a :2001:df9::4015:
3134 3330 3a38 3336 373a 3230 3733 3a35 1430:8367:2073:5
6430 5d0d 0Oa do]..

©1362012788.203943 IP6 2001:dd8:9:2::101:16.587 > 2001:df9::4015:1430: 8367 2073:5d0.57100: Flags [.], ack 48, win 4367, options [nop,nop, TS val 508156234 ecr 889806145], lengt

. 0x0030:
. . 0x0040:
. 0x0050:
. 0x0060:
. 0x0070:
o 0x0080:
o 0x0000:
o 0x0010:
. 0x0020:
o 0x0030:
° 0x0040:
o 0x0050:

b8f6 bila 72af 000b 60al 881b 86dd 6000 ....r... ..... .
0000 0020 0632 2001 0dd8 0009 0002 0000 ..... 2

0000 0101 0016 2001 0df9 0000 4015 1430 ............ @..0
8367 2073 05d0 024b df0c 6af0 c6eb 23fc .g.s...K..j...#
7ef2 8010 110f cac8 0000 0101 080a 1e49 ~.............. I
d94a 3509 5d41 J5.]A

©1362012788.204423 IP6 2001:dd8:9:2::101:16.587 > 2001:df9::4015:1430:8367:2073:5d0.57100: Flags [P.], seq 97:128, ack 48, win 4367, options [nop,nop, TS val 508156235 ecr 8898

b8f6 blla 72af 000b 60al 881b 86dd 6000 ....r.. ..... T
?

° 0x0000:

o AL.ONA4 N .

o 0x0000:

©1362012788.204652 IP6 2001:df9::4015:1430:8367:2073:5d0.57100 > 2001:dd8:9:2::101:16.587: Flags [.], ack 128, win 8203, options [nop,nop, TS val 889806328 ecr 508156235], leng

000b 60al 881b b8f6 blla 72af 86dd 6000 .. ....... r..

ANNA NA™A NCFAA ANA4A AJAdEA AANANA ANAE 4 A™N o~ ~ N



. 0x0010:
. 0x0020:
. 0x0030:
. 0x0040:
. 0x0050:
. 0x0060:
° 0x0070:
o 0x0080:
. 0x0090:

0x00a0:

7 ecr 8898059

0000 0080 0632 2001 0dd8 0009 0002 0000 ..... 2
0000 0101 0016 2001 0df9 0000 4015 1430 ............ @..0
8367 2073 05d0 024b dfOc 6af0 c68b 23fc .g.s...K..j...#.

7ec3 8018 10e0 799a 0000 0101 080a 1e49 ~.....y........ I
d885 3509 5c7c 3232 3020 4941 4d44 4132 ..5.\|220.IAMDA2
2e6f 7267 2e61 706e 6963 2e6e 6574 204d .org.apnic.net.M
6963 726f 736f 6674 2045 534d 5450 204d icrosoft.ESMTP.M
4149 4c20 5365 7276 6963 6520 7265 6164 AlL.Service.read
7920 6174 2054 6875 2c20 3238 2046 6562 y.at.Thu,.28.Feb

508156037], lengt

U C—

. _— 0x0030: 0000 0101 0016 dfoc N24h 73 7ac3 6af0 ......... K#.~.j. i R ——
. : 0x0040: c6eb 8018 2oud fadd 0000 0101 080a 3509 i i —r— - ——

. 0X0050: 5d41 1649 d885 4548 4cAf 205b 4950 7636 JA.L.EHLO.[IPV6

. 0x0060: 3a32 3030 313a 6466 393a 3a34 3031 353a :2001:df9::4015:

. 0x0070: 3134 3330 2a38 3336 373a 3230 3733 3a35 1430:8367:2073:5

. 0x0080: 6430 5d0d 0a do]..

¢1362012788.203943 IP6 2001:dd8:9:2::101:16.587 > 2604140 1 AN15:1420:2357:2073:5d0.57100: Flags [.], ack 48, win 4367, options [nop,nop, TS val 508156234 ecr 889806145], lengt
. 0x0000: b8f6 blla 72af 000b 60al 881b 86dd 6000 ....r..".....".

. 0x0010: 0000 0020 0632 2001 0dd8 0009 0002 0000 .....2..........

. 0x0020: 0000 0101 0016 2001 0df9 0000 4015 1430 ............ @..0

. 0x0030: 8367 2073 05d0 024b dfoc 6af0 c6eb 23fc .g.s...K..j...#

. 0x0040: 7ef2 8010 110f cac8 0000 0101 080a 149 ~.............. I

. 0x0050: d94a 3509 5d41 J5.1A

©1362012788.204423 IP6 2001:dd8:9:2::101:16.587 > 2001:df9::4015:1430:8367:2073:5d0.57100: Flags [P.], seq 97:128, ack 48, win 4367, options [nop,nop, TS val 508156235 ecr 8898

o 0x0000:

b8f6 blla 72af 000b 60al 881b 86dd 6000 ....r.. ..... T
?

©1362012788.204652 IP6 2001:df9::4015:1430:8367:2073:5d0. :dd8:9:2::101:16.587: Flags [.], ack 128, win 8203, options [nop,nop,TS val 889806328 ecr 508156235], leng

. 0x0000:

o AL.ONA4 N .

000b 60al 881b b8f6 blla 72af 86dd 6000 .. ....... r..

ANNA NA™A NCFAA ANA4A AJAdEA AANANA ANAE 4 A™N o~ ~ N



—ee

telnet exch-v6only.rand.apnic.net 587
Trying 2001:dd8:9:2::101:16...
Connected to exch-véonly.rand.apnic.net.
Escape character is '"*]'.

220 IAMDA1.org.apnic.net Microsoft ESMTP MAIL Service ready at Thu, 28
Feb 2013 10:55:11 +1000

EHLO [IPv6:2001:df9::4015:1430:8367:2073:5d0]
501 5.5.4 Invalid domain name
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IPv6 kikapcs
- wi-Fi [RIEITM DNS  WINS  802.1X  Proxies = Hardware |

Configure IPv4: | Using DHCP

4>
R

IPv4 Address: 220.247.146.243 _ Renew DHCP Lease |

Subnet Mask: 255.255.248.0 DHCP Client ID: |
(If required )

Router: 220.247.144.1

Configure IPv6: [ Automatically J

4>

Router: fe80::20b:60ff:feal:881b

IPv6 Address Prefix...
2001:df9::4015:baf6:b1ff:fela:72af 64
2001:df9::4015:1430:8367:2073:5d0 64
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Symptom

e Microsoft mail exchange server is thinking that
2001:df9::4015:1430:8367:2073:5d0 is a badly formatted
IPv6 address.

e Is it badly formatted?

o Let's try the alternate address format on the Exchange mail
server where the “::” is expanded to “:0:".

220 IAMDA1.org.apnic.net Microsoft ESMTP MAIL Service
ready at Thu, 28 Feb 2013 17:03:46 +1000

EHLO [IPv6:2001:df9::4015:1430:8367:2073:5d0]

501 5.5.4 Invalid domain name

EHLO [IPv6:2001:df9:0:4015:1430:8367:2073:5d0]
250-IAMDA1.org.apnic.net Hello [2001:dd8:9:2::101:249]
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telnet exch-véonly.rand.apnic.net 587
Trying 2001:dd8:9:2::101:16...
Connected to exch-vé6only.rand.apnic.net.
Escape character is '],

EHLO [IPv6:2001:df9 0\15:baf6:b1ff:fela:72af]
250-IAMDA1.0org.apnic Hello [2001:dd8:9:2::101:249]
250-SIZE 30965760

250-PIPELINING
250-DSN
250-ENHANCEDSTATUSCODES
250-STARTTLS
250-X-ANONYMOUSTLS
250-AUTH GSSAPI NTLM
250-X-EXPS GSSAPI NTLM
250-8BITMIME
—250-BINARYMIME

250-CHUNKING Két IPv6 mese
250-XEXCH50



RFC 4291

-/-

) @ rools.ietf.org/htm/rfc4291#section-2.1

Most Visited ~ Latest Headlines ~ Apple ~ News ~ bm Macintosh Wiki \@f Current FreeBSD... G Hungarian

2.2. Text Representation of Addresses

There are three conventional forms for representing IPvé addresses as
text strings:

1. The preferred form is xX:xX:X:xX:X:X:X:X, where the 'x's are one to
four hexadecimal digits of the eight 16-bit pieces of the address.
Examples:

ABCD:EF01:2345:6789:ABCD:EF01:2345:6789

2001:DB8:0:0:8:800:200C:417A

Note that it is not necessary to write the leading zeros in an
individual field, but there must be at least one numeral in every
field (except for the case described in 2.).
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RFC 5952

[Docs] [txt|pdf] [draft-ietf-6man-t...] [Diffl] [Diff2] [Errata]

PROPOSED STANDARD
Errata Exist

Internet Engineering Task Force (IETF) S. Kawamura
Request for Comments: 5952 NEC BIGLOBE, Ltd.
Updates: 4291 M. Kawashima
Category: Standards Track NEC AccessTechnica, Ltd.
ISSN: 2070-1721 August 2010

A Recommendation for IPv6 Address Text Representation
Abstract

As IPv6 deployment increases, there will be a dramatic increase in
the need to use IPv6 addresses in text. While the IPvé6 address
architecture in Section 2.2 of RFC 4291 describes a flexible model
for text representation of an IPv6 address, this flexibility has been
causing problems for operators, system engineers, and users. This
document defines a canonical textual representation format. It does
not define a format for internal storage, such as within an
application or database. It is expected that the canonical format
will be followed by humans and systems when representing IPv6
addresses as text, but all implementations must accept and be able to
handle any legitimate RFC 4291 format.
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4.1. Handling Leading Zeros in a 16-Bit Field

Leading zeros MUST be suppressed. For example, 2001:0db8::0001 is
not acceptable and must be represented as 2001:db8::1. A single 16-
bit 0000 field MUST be represented as 0.

4.2.1. Shorten as Much as Possible
The use of the symbol "::" MUST be used to its maximum capability.
For example, 2001:db8:0:0:0:0:2:1 must be shortened to 2001:db8::2:1.
Likewise, 2001:db8::0:1 is not acceptable, because the symbol "::"
could have been used to produce a shorter representation 2001:db8::1.

4.2.2. Handling One 16-Bit 0 Field

The symbol "::" MUST NOT be used to shorten just one 16-bit 0 field.
For example, the representation 2001:db8:0:1:1:1:1:1 is correct, but
2001:db8::1:1:1:1:1 is not correct.

4.2.3. Choice in Placement of "::

When there is an alternative choice in the placement of a "::", the
longest run of consecutive 16-bit 0 fields MUST be shortened (i.e.,
the sequence with three consecutive zero fields is shortened in 2001:
0:0:1:0:0:0:1). When the length of the consecutive 16-bit 0 fields
are equal (i.e., 2001:db8:0:0:1:0:0:1), the first sequence of zero
bits MUST be shortened. For example, 2001:db8::1:0:0:1 is correct
representation.



Compliance

RFC5952 says that if there is 2@ "::" instance it should be maximal, so that constructs such as
":0::" or "::0:" are invalid. Does Microsoft’s Exchange Mail Server agree?

EHLO [IPv6:1:0::0:2]
250-NXMDAl.org.apnic.net Hello [203.119.101.xx]

Evidently not.

RFC5952 says that if there are two ‘runs’ of consecutive 0-valued 16 bit nibbles, the longer run is
to be replaced by a "::" symbol. Does Microsoft’s Exchange Mail Server agree?

EHLO [IPv6:1::4:0:0:0:8]
250-NXMDAl.org.apnic.net Hello [203.119.101.xx]

Evidently not.
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Compliance /2

The writing in RFC5952 is incredibly sloppy for a Proposed Standard, but one interpretation of the
text is that RFC5952 says that if there is 2 ‘run’ of 2 or more consecutive 0-valued 16 bit nibbles
then it must be replaced by a ": : " symbol. Does Microsoft’s Exchange Mail Server agree?

EHLO [IPv6:0:0:0:0:0:0:0:0)
250-NXMDAl.org.apnic.net Hello [203.119.101.xx]

Evidently not.

Maybe Microsoft’s Mail Exchange Server is not actually implementing the provisions of RFC5952 at
all. Maybe its implementing a simpler set of constraints as specified in RFC2821 which is slightly
more constraining than RFC4291 (even though RFC2821 was published earlier), in so far as it
contains a formal grammar form of the IPvé6 literal:

IPv6-comp = [IPv6-hex *5(":" IPv6-hex)] "::" [IPv6-hex *5(":"IPv6-hex)]
; The "::" represents at least 2 16-bit groups of zeros

So lets test this. Does Microsoft’s Exchange Mail Server implement a IPv6 literal parser that
implements the syntax of RFC28217?

EHLO [IPv6:1::2::3]
250-NXMDAl.org.apnic.net Hello [203.119.101.xx]

34. oldal Két IPv6 mese



GOUS[@ be liberal in what you accept and conservative in what you send

Web Images Maps Shopping More ~ Search tools

About 3,500,000 results (0.31 seconds)

Robustness principle - Wikipedia, the free encyclopedia
en.wikipedia.org/wiki/Robustness_principle

Be conservative in what you do, be liberal in what you accept from others (often
reworded as "Be conservative in what you send, liberal in what you accept").

Jon Postel - Wikipedia, the free encyclopedia
en.wikipedia.org/wiki/Jon_Postel

... in its sending behavior, and liberal in its receiving behavior" (reworded in RFC 1122
as "Be liberal in what you accept, and conservative in what you send").
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