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Encrypted Visibility Engine uses TLS Fingerprinting
TLS ClientHello

TLS ClientHello

TCP/TLS 192.168.2.110/34624->172.16.45.200/443 

TCP/TLS 192.168.2.110/21013->203.0.113.154/443 

Confidence: 99.94%
Process: firefox.exe
Version: 76.0.1
Category: browser
OS: Windows 10 19041.329
Typical FQDN: cisco.com

FTD

Generate unique fingerprints for client 
applications based on TLS, TCP and other 

clear text fields to use for context enrichment

Confidence: 100%
Process: tor.exe
Version: 9.0.2
Category: anonymizer
OS: Windows 10 19041.329
Typical FQDN: nsksdlkoup.me
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Fingerprinting Analysis at the Firewall

TLS Client

EVE
TLS Client Hello

Destination Port

TLS Fingerprint

Domain Name

Destination IP

OUTPUT
• Client Process Name
• OS Name
• Malware Probability 
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Motiváció – 1: Nagy számú policy konfiguráció 
kezelése, https://github.com/Gyuri1

https://github.com/Gyuri1
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Motiváció – 2:  A duo_client “SDK” története

• https://duo.com/docs/adminapi https://github.com/duosecurity/duo_client_
python/blob/master/examples/create_user_
and_phone.py
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Motiváció – 3:  felhős rendszerek telepítése és 
törlése(!)

• https://blogs.cisco.com/security/building-a-scalable-security-architecture-
on-aws-with-cisco-secure-firewall-and-aws-transit-gateway



Demo





Ansible vs Terraform
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Networks Are Complex - Like Clouds

• Imagine a day in the life of a cloud operator:
- Thousands to millions of servers
- Multiple operating systems
- High deployment velocity
- Human error
- Lack of team scale

• Enterprise networks are the same, just smaller
- Daily repetitive tasks
- NetDevOps and SecDevOps are replacing NetOps and SecOps
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5 Key Terms

• Declarative Configuration: You describe 
what you want the end state to be

• Idempotency: repeated execution yields 
predictably consistent results

• State: a description of the current 
landscape

• Stateful Configuration: current landscape is 
considered before execution 

• Stateless Configuration: execute without 
analyzing the current landscape

Idempotency: 
from the Latin:
idem + potence (same + power)
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Imperative vs Declarative

Imperative

1. Do this

2. Then do that

3. And finally do this also

Declarative

• I want this end-state. You figure it 
and let me know when it’s in 
place.
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JSON (JavaScript Object Notation) vs 
YAML (yet another markup language)

• YAML has COMMENT option

https://onlineyamltools.com/convert-yaml-to-json
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Similarities between Terraform and Ansible

• Infrastructure configuration tool 

• Run from the command line

• Can be run from Docker containers or in CI/CD pipelines

• Connect to any configuration interface

• Declarative configuration syntax

• Configuration idempotency

• Open Source, commercial offering
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Red Hat Ansible 

• Entirely stateless execution

• Uses YAML for configuration 

• Can be executed programmatically via 
Python

• Extended by Modules written in Python
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Hashicorp Terraform

• Entirely stateful execution 

• Uses HashiCorp
Configuration Language 
(HCL)

• Programmatic execution via 
CDKTFs (Cloud 
Development Kit for 
Terraform) in multiple 
languages (including Python)

• Extended by providers 
written in Golang



Now let’s Ansible!
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Why choose Ansible?

• Quick Learning Curve

• Agentless, Modular

• Supports Every Device from Every Vendor

• Open Source Community and Vendor Commercial Support

• Common Toolset with server / DevOps / infra teams

Ansible originated in a sci-fi novel as a contraction of "answerable" for a device 
allow its users to receive answers to their messages in a reasonable amount of 
time, even over interstellar distances. The word "ansible" for a faster-than-light 
communicator. 

https://en.wikipedia.org/wiki/Ansible
https://en.wikipedia.org/wiki/Rocannon%27s_World
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Simple Flexible Agentless
• Human-readable
• Declarative configs
• Ordered tasks
• No coding required
• Start small and 

scale

• Config management
• Workstations
• Servers / containers
• Applications
• Networks

• SSH (Linux, maxOS)
• REST (Cisco ISE, 

Secure Firewall, …)
• WinRM (Windows)
• Others as needed
• Efficient
• Secure
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Ansible Framework
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Ansible in a nutshell

Ansible
Targets

Playbooks

Modules

Inventory

ansible.cfg

1. Push configuration
2. Get configuration/state
3. Execute commands
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What Can I Automate Out of the Box?

• Cisco Devices
- IOS / IOS XE / IOS XR / NX-OS
- Meraki
- ACI
- ASA, FTD

• Other networking vendors

• NETCONF

• Generic network modules

• NSO

• Make your own - its open source

• RHEL

• Ubuntu

• Openstack

• Containers

• Files

• Package Managers
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YAML

• Structure to define:

• dictionary (unordered set of key value 
pairs, lists) 

• list of items

• key value pair



28© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public   

Anatomy of an Ansible Playbook

• Playbook
- Contains other playbooks, roles, and/or 

tasks and is ran when you want to ”do 
something”.

• Plays
- Maps, at minimum, a set of selected hosts 

and the tasks which should run on these 
hosts

• Tasks
- The smallest unit of action that you wish to 

automate using an Ansible playbook.



29© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public   

Steps

• 1. Install Ansible 
- https://medium.com/javarevisited/how-to-install-ansible-on-mac-2baf00d42466
- https://docs.ansible.com/ansible/latest/installation_guide/intro_installation.html

• 2. Install Ansible module
- ansible-galaxy collection install cisco.fmcansible

- https://github.com/CiscoDevNet/FMCAnsible

• 3. Create the inventory file
- The default location for inventory is /etc/ansible/hosts, but you can specify a different path 

by adding the -i <path> argument to the ansible-playbook command.

https://medium.com/javarevisited/how-to-install-ansible-on-mac-2baf00d42466
https://docs.ansible.com/ansible/latest/installation_guide/intro_installation.html
https://github.com/CiscoDevNet/FMCAnsible
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Steps – cont.

• 4. create a playbook network.yml

• 5. run it:   ansible-playbook -i hosts.txt network.yml -
vvv
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Ansible – Stateless Change Management

• Initial configurations provision 3 
instances      

• New instructions provision 3 NEW 
instances with NO knowledge of 
the original 3 
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Some Up-Sides of Statelessness

• Only impact the resources you 
explicitly want to impact

• Don’t have to worry about 
conflicts
- Whatever was in the last run is 

what happened

• Adoptation is easy (if required 
modules are avaialble)
- If not, write one



Demo
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Now let’s Terraform!
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Terraform – what is it?

• Developed by HashiCorp

• Initial release in July 2014

• Designed to be a full Infrastructure as Code (IaC) management tool for Cloud 
Infrastructure Provisioning

• Completely written in Go, creating a single binary file

• Fully declarative leveraging HashiCorp Configuration Language (HCL)
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Terraform in a nutshell

Targets

Providers

State

TF config

ASA
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Terraform Providers

• Providers allow TF to communicate with desired resources

• Downloaded and installed automatically

• Signed for security
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Terraform Provider Registry

https://registry.terraform.io/browse/providers



46© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public   

Steps

• 1. Install Terraform
- https://developer.hashicorp.com/terraform/tutorials/aws-get-started/install-cli

• 2. Add the necessary provider(s) to your terraform plugins directory
- https://github.com/CiscoDevNet/terraform-provider-fmc/releases/tag/v1.4.6

• 3. Create the inventory file
- The default inventory file is  terraform.tfvars

https://developer.hashicorp.com/terraform/tutorials/aws-get-started/install-cli
https://github.com/CiscoDevNet/terraform-provider-fmc/releases/tag/v1.4.6
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Steps – cont.

• 4. create or download a playbook:
- main.tf

• 5. run it:   
- terraform init

- terraform plan

- terraform apply 

- (terraform destroy)

• 6. check the state file : 
- terraform.tfstate
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Terraform State File

• JSON file with ALL state data

• Includes default data not specified 
in configuration files

• Includes secret data, saved as 
RAW text

• Can be stored locally or 
REMOTELY (Secure S3 bucket -
AWS)



Demo
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Terraform vs Opentf (OpenToFu)

• HashiCorp, the company behind Terraform, made a 
pivotal decision last month to move away from its 
longstanding open-source licensing, opting instead 
for the Business Source License (BSL) 1.1. This 
license change was not limited to Terraform, but 
extended through other popular open source 
projects owned by HashiCorp such as Vault and 
Nomad. This transformation has sparked intense 
debates about the future of Terraform’s open-source 
spirit.

https://logz.io/blog/terraform-is-no-longer-open-
source-is-opentofu-opentf-the-successor/

https://logz.io/blog/terraform-is-no-longer-open-source-is-opentofu-opentf-the-successor/
https://logz.io/blog/terraform-is-no-longer-open-source-is-opentofu-opentf-the-successor/
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ChatGPT – Not yet



Ansible OR 
Terraform?
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Ansible OR Terraform?

• Stateful requirement 

• Provisioning and replacing long 
standing resources

• Stateless requirement

• Configuring, updating,  resources 
in-place

• More than one point of 
configuration management

Ansible

They play nicely together
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Ansible OR Terraform?
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Terraform Workflow

plan applyinit

Dry run

destroyconfigure

Create TF 
config file in 

HCL

We did say it 
was disposable?
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Day-0/Day-1 – Terraform with Ansible Provisioner

plan apply

Apply Configuration State

configure Destroy

Configuration
Management

Apply Provisioner
Configurations

ansible-playbook
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Terraform WITH Ansible




